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Overview of the Centero Software Manager

Last Modified on 17/07/2018 12:28 pm EEST

Centero Software Manager (CSM) automatizes the annoyingly frequent security updates for the
widely used, free third party applications and prevents vulnerabilities. For more general
information regarding on CSM, visit our public website .

In this website you can find information about our General Terms including Service Description an
technical information about CSM.



Available Service Applications in the
Centero Software Manager service

Last Modified on 17/07/2018 4:59 pm EEST

Summary list

Adobe AIR

Adobe Flash Player ActiveX
Adobe Flash Player Plugin
Adobe Reader DC

Adobe Reader XI

Adobe Shockwave Player
Apple iTunes

Apple QuickTime

Citrix Receiver

FoxIt Reader

Google Chrome

Igor Pavlov 7-Zip

KeePass Password Safe
K-Lite Mega Codec Pack
Martin Prikryl WinSCP
Microsoft Power Bl Desktop
Microsoft Silverlight

Mozilla Firefox

Mozilla Firefox ESR
Notepad++

Oracle Java Runtime Environment 7
Oracle Java Runtime Environment 8
Paint.NET

Pdfforge PDFCreator

Simon Tatham Putty

Skype Technologies Skype
VideoLAN VLC Media player

Detailed list

If application is available in different languages, architectures or technologies then different
options are separated by commas in languages, architectures and technologies columns. Every



language, architecture or technology (MSI or App-V) version is considered to be an unique
application in General Terms.

In architectures following values are available:

e x86/x64: Application is x86 but can be used in x86 and x64 platforms
e x86: Application is x86 and can be used only in x86 platforms

e x64: Application is x64 and can be used only in x64 platforms

Languages Architectures Technology Prerequisites

Adobe Flash Player ActiveX

EN x86/x64 MSI
EN x86/x64 App-V

Adobe Flash Player Plugin (NPAPI)

EN x86/x64 MSI

EN x86/x64 App-V
Adobe Reader XI

EN x86/x64 MSI

EN x86/x64 App-V

FI x86/x64 MSI

FI x86/x64 App-V

MUI x86/x64 MSI

MUI x86/x64 App-V
Adobe Reader DC

EN x86/x64 MSI

EN x86/x64 App-V

FI x86/x64 MSI

FI x86/x64 App-V

MUI x86/x64 MSI

MUI x86/x64 App-V
Adobe Shockwave Player

EN x86/x64 MSI



ERpguages Qgghitggtures Xﬁg}gology Prerequisites

Apple iTunes

EN
EN

Apple QuickTime

EN
EN

Citrix Receiver

EN

x86
x64

x86/x64
x86/x64

x86/x64

Dominik Reichl KeePass Password Safe

EN
EN

dotPDN LLC Pain.NET

EN
EN
EN
EN

Google Chrome

EN
EN

Greenshot

EN
EN

Igor Pavlov 7-Zip

EN
EN
EN
EN

x86/x64
x86/x64

x86
x86
x64
x64

x86/x64
x64/x64

x86/x64
x86/x64

x86
x86
x64
x64

MSI
MSI

MSI
App-V

MSI

MSI
App-V

Microsoft .Net Framework 4.6.1 or later

MSI
App-V
MSI
App-V

MSI
App-V

MSI
App-V

MSI
App-V
MSI
App-V



K-Lite Mega Codef

EN
Martin Prikyl WinSCP

EN
EN

Microsoft Silverlight

EN
EN

Mozilla Firefox

EN
EN
FI
FI

Mozilla Firefox ESR

EN
EN
FI
FI

Notepad++

EN
EN

x86/x64

x86/x64
x86/x64

x86
x64

x86/x64
x86/x64
x86/x64
x86/x64

x86/x64
x86/x64
x86/x64
x86/x64

x86/x64
x86/x64

Oracle Java Runtime Environment 7

EN
EN

x86/x64
x86/x64

Oracle Java Runtime Environment 8

EN
EN

Pdfforge PDFCreator

x86/x64
x86/x64

MSI

MSI
App-V

EXE
EXE

MSI
App-V
MSI
App-V

MSI
App-V
MSI
App-V

MSI
App-V

MSI
App-V

MSI
App-V

& E;kuages Architectures Technology Prerequisites

Microsoft .Net Framework 4.0.0 or later



E!ihguages Afnitectures Ma%'hnology Prerequisites

EN
Simon Tatham Putty

EN
EN

Skype (consumer version)

EN
EN

VideoLAN VLC Media Player

EN
EN
FI
EN
EN
Fl

xX64

x86/x64
x86/x64

x86/x64
x86/x64

x86
x64
x86
x86
x64
x86

MSI

MSI
App-V

MSI
App-V

MSI
MSI
MSI
App-V
App-V
App-V

KB2999226 or later (Windows 7)
KB2999226 or later (Windows 7)



Available Service Applications for a Trial

Last Modified on 14/02/2018 12:35 pm EET

The following Service Applications are available in a free trial.

Adobe AIR

Adobe Flash Player ActiveX
Adobe Flash Player Plugin
Adobe Reader DC

Adobe Reader XI

Adobe Shockwave Player
Citrix Receiver

Google Chrome

Igor Pavlov 7-Zip

Microsoft Silverlight
Mozilla Firefox

Mozilla Firefox ESR
Notepad++

VideoLAN VLC Media player



Professionally packaged applications

Last Modified on 17/07/2018 4:51 pm EEST

When there are separate 32 and 64 bit versions of application available, those can be separately
included to service. Application language can be selected from English and Finnish when different

languages are available from vendor. Other language versions are possible to include in the
service as customer specific packages .

11



Maintain also organization specific
applications

Last Modified on 17/07/2018 5:19 pm EEST

Organization specific applications can be maintained using separate distribution or device
configuration management systems but distribution can also be done by using Centero Software
Manager. In this case organization specific application to be included in service is ordered from
Centero as additional service.

Applications ordered as additional service can be packaged in addition to MSI or App-V format by
using other application virtualization technologies like VMWare ThinApp, Symantec Workspace
Virtualization or Micro Focus Application Virtualization.

These customer specific applications are packages using customer configuration and settings,
otherwise using same best practises as in general utility software packaging. Customer packages
are also tested in operating system specified by customer so that quality is always as high as
possible.

12



Flexible application distribution process
definitions

Last Modified on 17/07/2018 5:12 pm EEST

More time for business task when packaging work included in service but also from application
distributions, whatever the previous distribution process has been. Centero Software Manage will
automate whole distribution process without compromising any organization specific needs in
distribution process.

Distribution process can be configured to include different distribution phases, target devices,
schedule and interval of specified phases. For example, distribution process could contain

1. technical testing,
2. first level testing,
3. second level testing and

4. final production distribution phases.

Fine-grained distribution configurations can be defined in process and also model organization
specific needs to be
included in distribution process.

Centero Software Manager can distribute new versions to devices but also handles updating of
old versions on devices. In addition to installing and updating applications also application
removal can be performed.

Service can be used to include only installation packages. This could be useful if distributions will
be added manually to system that can be used to distribute applications. In this case customer
receives notification when new versions are available and then installation package can be
downloaded from Centero Portal.

13



Process description for CSM for SCCM and
WSUS

Last Modified on 17/07/2018 5:18 pm EEST

Centero Software Manager process main tasks are illustrated in picture below.

Centero Software Manager process

MNew version
released

Vendor
N

Centero

Cantero Software
Manager
]
1
g
']
i &
: |

Deployment Deployment

phese #1 phese fin Final deployment

Distribution
Platform

Application

Application installed Application installed .
R R installed to all
to phase #1 devices to phase #n devices defi devi /_

End-user Devices
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System requirements

Last Modified on 21/10/2016 1:08 pm EEST
System requirements for CSM application:

e Microsoft supported operating system
e Microsoft .Net Framework 4.x
e 100Mb of free disk space for CSM application
e Network share fro downloaded applications
o At least 50Gb of free disk space
e SCCM management components including PowerShell modules for SCCM
e Administrative level user account for installation

e HTTP/HTTPS access from server to portal.centero.fi address

15



SCCM requirements

Last Modified on 10/04/2017 12:01 pm EEST
SCCM requirements for CSM application:

e Supported SCCM version:
o SCCM Current Branch
o SCCM 2012 R2
e At least one distribution point group
e Collections that will be used on deployments
e Service account that fulfils these requirements:
o Password does not expire
o At least Application Administrator role in SCCM
o Administrative access to server (where CSM application will be installed) or at least
these permissions:
= Full Control to "HKEY_LOCAL_MACHINE\SOFTWARE\Centero\Agent" registry key
= Modify permissions to "%programData%\Centero\Software Manager" folder
structure (this folder structure is created during CSM application installation but
can be created manually before installation)

= Modify permissions to network share where applications will downloaded

16



Preparation checklist

Last Modified on 16/02/2017 11:35 am EET

Use following check list to verify that your environment is ready for CSM installation and you have planned the
deployment processes for applications.

Step name Article

1. Verify system requirements System requirements
2. Verify SCCM requirements SCCM requirements

3. Verify SCCM configuration SCCM configuration

3. Choose how to name applications in Application catalog Application Catalog

4. Plan and document deployment processes for applications Deployment processes

17



SCCM configuration

Last Modified on 16/02/2017 11:04 am EET

Check and create when needed following SCCM configurations before CSM installation:

e Distribution Point Groups
CSM targets deployment content to distribution point groups. Therefore, you need to have at
least one distribution point group created in SCCM. You can select distribution point group for
each deployment process in CSM so several distribution point groups can be used. Create
distribution point groups so, that each application the CSM will deploy, you can select
distribution point group that delivers the content to correct distribution points. Usually on

distribution point group that contains all distribution points is enough for all applications that

CSM deploys.

'_1___'___ n Center Configuration Manager (Connected to CEN - Centero) -1 O] %
R o - @
i.?' ;Q fb’ (i Refresh 3 D
o 74 Delete
Create Saved Show Set Security  Properties
Group | Searches v | Members Scopes
Create Search Distribution Point Group Classify Properties
| & ¢ |5E1 \ » Administration » Overview » Distribution Point Groups B
Administration ¢ Distribution Point Groups 1 items
4 f{l‘Ovarview Search x Search Add Cnteria *
+ | Hierarchy Configuration lcon Name Collections Associated Member Count  Description
v [] Cloud Services B DPGroup ] 1 Used by CSM application
* [ Site Configuration
K Client Settings
* [ Security
2 Distribution Paints
-ﬁ’: Distribution Point Groups
v L1 Migration
DP Group
Properties Disk Space Related Objects
Name: DP Group Most available disk space. 7 Applications
5 Description: Used by CSM application i Pada
- 3 2 ges
#& pssets and Complianee S AR \icensvm03.centeralocal 18 GB . v
I : Ve " . & Software Update Packages
ﬁ@ = Lty In Sync es Least available disk space:
eensvm03.centerolocal 18 GB B Driver Packages
W Monitoring B§ Operating System Images
- — &, Operating System Upgrade
_Jﬁ_. Administration Packages

& Boot Images

Ready

e Distribution point groups are created from SCCM console on

Administration\Overview\Distribution Point Groups. If required click 'Create Group' toolbar

icon to create a new distribution point group

18



Members Cnhcthml

Diigtribufion points can belong to more than one distribution point group. Specify the distribution
poirts that you want to add as members to this distribution point group.

Digtribegion pairts:

Filter .
Hame
CEMSYMD3.CENTERD. LOCAL
MANAGE.MICROSOFT.COM

Specify a name for the distribution point group and then select required distribution point
locations where content should be replicated by SCCM whenever this distribution point group
is used

Collections

CSM targets deployments to collections. Therefore you need to have collections where you
target application deployments according to specified deployment processes. Deployment
processes can include one or more applications and one or more deployments steps.
Deployment process steps are used for creating testing deployments before production
deployment. Create collections that contain correct devices or users for each deployment
process step. Collections are created on SCCM console on Assets and

Compliance\Overview\User and Assets and Compliance\Overview\Device Collections.

Collection members can be managed manually on SCCM console or members are included

19



based on SCCM database information, like AD OU location of the object, AD Group
memberships, inventory information collected from devices. Collections can also include or
exlude members that are members of other collections. This can be used to exclude some
computers from deployment processes.

Application root folder

CSM application will create new folder structure to SCCM \Software
Library\Overview\Application Management\Applications. You can specify the root folder
name that will be create under Applications. All applications added by CSM will be created
under this root folder. By default, the root folder named 'Software Manager' will be created but

this can be changed.

20



Application Catalog

Last Modified on 21/10/2016 1:28 pm EEST

CSM application can be configured to name deployed applications in application catalog. By
default naming contains applications publisher, name, version, language and architecture. This
can be changed if applications should be named in application catalog using different format.
Also application description that is shown on application catalog can be defined in CSM
configuration.

Decide how applications should be named in application catalog and how description of the
application should be created. This information is needed when CSM is installed if default values
are not sufficient.

Default values

e Application name: [PUBLISHER] [NAME] [VERSION] [LANGUAGE] [ARCHITECTURE]
e Application description: [PUBLISHER] [NAME] [VERSION] [LANGUAGE] [ARCHITECTURE]
(INSTALLERTYPE])

21



Deployment processes

Last Modified on 21/10/2016 1:31 pm EEST

CSM deployment process defines how applications linked to deployment process are deployed to
devices and/or users. Deployment process contains one or more steps that are scheduled. Each
step is targeted to single SCCM collection and contain desired deployment steps. Each
deployment process step creates SCCM deployment to application. Deployments are created
immediately after application has been created to SCCM, but each deployment is sheduled
according to scheduled defined in deployment process steps.

Usually deployment processes contain two or three steps. If two steps are used, then then single
testing collections is used to verify that new application version works in test computers. If three
steps are used then testing is done in two phases, usually technical testing is done first by users
who are IT orientated (like IT department users). Second testing step is then targeted to users that
are able to test most critical business applications. Then last step in each case is the production
deployment.

Time for each deployment process step can be defined using available time and deadline time.
Available time specifies when application is available for installation and deadline time specifies
when application deployment is forced if user has not started the deployment. Usually from
available time to deadline time is two or three days.

Decide how applications should be deployed to devices and/or users. This information is needed
after CSM is installed and before applications can be deployed. Find out answers to following
questions to create deployment processes:

e How many test deployments are required before production deployment?
e Target type for each deployment process step, device or users?
e Deploy purpose for each deployment process step, available or required?
e User notification level for each deployment process step, all, Software Center only or none?
e How much time you want to give to users to install applications before forced deployement
(available time)?
e Email notifications for deployments
o One email per application, email from each deployment step or both
o Recipients for each notification
o |s custom email templates required?

e Can all applications be deployed with same settings to same collections using same

22



deployment steps?

Following Excel workbook can be used as a template when designing deployment processes. This
file can be freely modified to your desing needs. File can't be used to import deployment
processes to CSM so this template file is just a tool for the design phase.

Download the Excel fille: Deployment Processes.xlsx §

23



CSM for SCCM - Configuration wizard

Last Modified on 02/10/2017 1:34 pm EEST

1. After installation is complete, launch Centero Software Manager from Windows Start Menu.

=
Acdmiir]
.u : SQL Server Management Studio
% Help g
G ,I Centero Software Manager @ B
r All Programs
I |search programs and flles Log o
2. Proceed with the wizard by clicking next.
k|

Welcome to Centero Sofiware Manager!

This configuration wizard will help you to enable software
inteqgration with Centero Software Manager. After the wizard, your
deployment platform is ready and configured for third-party
updates. Settings can also be modified later in the application.

softwaAre
MANAQEr

cBack [ Next Cancel

3. CSM requires organization specific credentials to connect cloud for managing chosen 3rd party
software. Input the credentials and click login. The wizard will now inform of successful login.
Proceed by clicking next.

24



Centero Software Manager Configuration Wizard K|

Centero Softiware Manager Login
Enter credentials.

lsemarme: |. ool mm ®

I

Login | Login successful

Password:

Please enter your Centero Software Manager credentials in the input fields above. The
credentials are delivered to you by Centero. f you don't have an account, you don't know
your credentials or login fails for any other reason, please contact us. Our support address
iz csm support @centero fi.

« Back Mext = Cancel

4. CSM downloads 3rd party software to a chosen location. Browse for a suitable location and
proceed by clicking next.

Centero Software Manager Configuration Wizard k|

Software Download Location

Set download location for software installation packages.

Folder: C:\Software downloads Browse I

An organized folder structure for installation packages and documentation will be created
in the specific location. At least 50 GB of free space is recommended for the selected disk.

« Back Mext = Cancel




5. Select the integration type. Since we are installing CSM for SCCM it's obviously the following.
Proceed by clicking next.

Centero Software Manager Configuration Wizard ﬂ

Integration Type
Select integration type.

¥ System Center Corfiguration Manager (SCCM)
" Windows Server Update Services (WSUS)
" Only package download

if you only wish to download thind-party sotware packages without any integration to your
cument system, please select only package download. For the integration scenarios,
please choose an option comesponding to your cument update delivery system.

« Back Mext = Cancel

6. CSM can be either installed on the SCCM server or on a remote server. Nevertheless, there must
be a SCCM console enabled on the target server.

Please choose if CSM for SCCM is installed on SCCM server or on a remote server. If a remote
server is selected the server DNS-name must be inputted.

CSM for SCCM uses a service account. The account must have local administrator privileges on
the server CSM is installed. In addition to that a powershell session must have been started at
least once before. The service account also must have Application Administrator role defined in
SCCM.

When all the necessary prerequisites are met the service account credentials can be input to
username and password fields. Proceed by clicking Set-button. CSM wizard then validates
credentials and creates a new service. When this is done please proceed by clicking Next.

26



Centero Software Manager Configuration Wizard ﬂ

SCCM Login
Enter SCCM service account credentials.

Server: f* local ¢ Remote:

|lzemame: Icentemd{‘\administmtur

Password:

|

Service account requirements: Administrator privileges on this server, at least Application
Administrator role in SCCM and password does not expire. Also powershell session must be
started once in SCCM console with this account.

< Back Meod > Cancel

7. CSM for SCCM configuration wizard enables SCCM deployment process to be defined. It is
importantto know that these settings can be modified later on in a more advanced way in CSM for
SCCM control panel.

In this view it's possible to define how many steps there are in software deployment (or in patch
management / software updating).

In these instructions we have used so called two steps deployment process. It means that all the
newer versions of the managed 3rd party software are first deployed to our 1st level testing group
and after some proper testing and specified delay the same 3rd party software are deployed to our
production group.

27



Centero Software Manager Configuration Wizard

SCCM Deployment Process
Select how many deployment steps you want into default process.

" Onestep ™ Twosteps { Three steps

Step Collection Awvailable Required

First deployment |1st level testing j Immediatety +1 working day
Second deployment |[3 i
Third deployment I j . :

+2working days  +1 working day

Select SCCM collection for first and second deployment steps. Default values for available
and reguired times can be changed later in Centero Software Manager.

« Back Mext = Cancel

8. Choose a distribution point group and proceed by clicking Next.

Centero Software Manager Configuration Wizard

SCCM Distnibution Point Group
Set distribution pairt group.

DF Group: |DF group j

Set default distibution point group |

<Back Next > J\bl Cancel

28



9. At this point it's possible to choose which 3rd party software are to be used with the recently
defined default deployment process. You can choose the first option which enables all the 3rd
party software that are subscribed to your account. The second option makes it possible to select
specific 3rd party software to be used with the default deployment process.

Centero Software Manager Configuration Wizard ﬂ

Sofiware Selection
Select software for the default deployment process.

' Use default deployment process with all softwares

[J Adobe Flash Player Activex EM x86

[ Adobe Reader DC EN x86

[0 Adobe Reader ¥l EM x86

O Adobe Shockwave Player EN x86

[] Centero Carillon EN x86 |

" Select |[] Adobe AIR EN x86 ﬂ

Select software you want to deploy with default deployment process. You can modify
deployment settings for each software later.

<Back Next > @ Cancel

10. CSM for SCCM can be configured to send e-mail when new versions of 3rd party software are
deployed. If you wish to receive notifications by e-mail please input valid configuration.
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Centero Software Manager Configuration Wizard ﬂ

Email Settings
Enter email settings.

" Mo, | don't want to send any emails.
{* “Yes, send email using following settings:

SMTP server: Ismtp e et | Test I

Port: [25 =| T ssL/TLS  Working.
From address: Idepln}maﬂs@csm.ﬁ

Credentials: Set.. |t'r1::| authentication)

SMTP settings are required if you want to receive email notifications. Motfications are sent
for example when SCCM deployments are created. You can change these settings later.

« Back Ment = Cancel

The mail configuration can be tested by clicking test. You should receive a similar message if the
defined configuration are valid.

SMTP Settings are working correctly!

Server: smip GEEE net
Part: 25

Secured: False

From: deployments@csm. fi

Authentication: no

11. This is the last step of the wizard. In most of the cases we recommend to select No and review
the configuration once more in CSM for SCCM. If you are completely certain about the defined
configuration you can start automatic deployments right away by selecting Yes.

After clicking Finish the wizard will close and CSM for SCCM will launch.
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Centero Software Manager Configuration Wizard
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Centero Software Manager

Centero Software Manager

Software | SCCM Integration | Seftings | Email Templates | Scheduied Tasks |

C)CceENteEro

— Available software:

i | Refresh § start download | Retry X Delete _-Ismp deployments | L.lsername:l i — Password: [essesssssssess © Logn Ok
B [ Version | Download status |
mpEeice m 260.0127 Not ready
R T SR 2600151 Mot ready
- = - 15.023.20070 Net ready
e Rl "N 110ag Not ready
R RN B EE 1225155 Not ready

e oy m R 21500346 Not ready
R =) 1.00 Not ready
Y . 1.0.5002 Not ready

ml el T el By N 234 Not ready
. — - 59.0.3071.86 Not ready

- el N il ] 5.1.50501.0 Net ready
e - 5503 Not ready
e B EeE 4550 Net ready
famw L = | 732 Not ready
T S S © EE 733 Not ready
gy g T304 Not ready
e | 226 Not ready

Apphy
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Open a Windows PowerShell connection on
CSM for SCCM server

Last Modified on 02/10/2017 1:33 pm EEST

In order for CSM for SCCM to function properly the service account must meet the requirements.
One of the requirements is a valid PowerShell interface connection. It can be allowed in a following
way.

1. Open System Center Configuration console and select Connect via Windows PowerShell.

[

System Center Configuration Manager {Connected to 501 - Centerock Site)

w
i -
Connact to a New Site é x

Current Close
H‘ Connact via Windows PowerShell {b fekies
Active Search
| I || About Configuration Manager Overview
.-/.._..\-.
@ Help
- —

< Assets and Compliance

=
_J Customer Experience Improvemeant Program

& 4
K Bt « Navigation Index
?b-_m User State Migration Users: Manage users and user groups for the hierarchy.
| Asset Intelligence User Collections: Manage user collections for the hierarchy.
I'?. Software Metering e Ca b mas i L

2. Enable the interface connection by choosing A as always run.

B Administrator: Windows PowerShell

untrusted publisher?

onManagement. P Shell. Types is published by CN=Mi
L=Redmond, ington, C not trusted on your only

hers.
[R] Run once [A] Always run [?] Help (default is "D"
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CSM for SCCM - Downloading and
extracting CSM

Last Modified on 02/10/2017 1:29 pm EEST

1. Download the CSM.zip from http://portal.centero.fi/Data/CSM.zip and save it to the server or

remote console which will be used in CSM for SCCM deployment.

File Download x|
Do you want to open or save this file?

i Mame: C5M.zip
¥ Type: Compressed (zipped) Folder, 6,73ME
From: portal.centero.fi

COpen Save {g Cancel I

¥ Always ask before opening this type of file

|.--’ While files from the Intemet can be useful, some files can potentialhy
@ harm your computer. f you do not trust the source, do not open or
save this file. What's the risk 7

2. Extract the package and open the folder.

o 13.4.2017 12:57 Compressed (zippe. ..

Open in new window

Extract All. ..
Open with. ..

Restore previous wversions

Send to 3

Cut

3. Runinstall.cmd as administrator.
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Name =

Date modified

0. Manual prerequisuite updates

2 install.cnd

x| uninstall. cmd

1. Centero Agent 3.0,5001.46 (64-hit)

2. Centero Software Manager 1.0.5067 (54-bit)

13.4. 2017 12:58
13.4. 2017 12:58
13.4. 2017 12:58

Open
Edit
Print
¢/ Run as administrator
Troubleshoot cumpaébt«
Restore previous versions

Com m S

4. Installation proceeds quickly and command prompt notifies when the installation is complete.

[ C:\Windows | System32\cmd.exe

to 13.84.2817 13:81:88.779
to 13.84.2817 13:81:88.779
to 13.84.2817 13:81:848.87
to 13.84.2817 13:81:81.89
to 13.84.2817 13:81:81.89
to 13.84_2017 13:81:83.62

Administrative user rights detected.

Checking older versions..

Installing Centero HAgent..

Centero Agent installion done (@),

Installing Centero Software Manager..

Softuware Manager installation done <H). Start "Centero

Softyare Manager'" from start menu.

5. CSM for SCCM can be now launched from start menu.

% DHCP
i Adrnir
'.‘J w;b S0L Server Management Studio
Ll Help g
Centero Software Manager {h__') Run..
» All Programs
I |Search programs and files Pl  Logo
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CSM for SCCM - Advanced configuration
after the initial wizard

Last Modified on 02/10/2017 1:37 pm EEST

1. After the initial configuration wizard has completed CSM for SCCM launches. The default view is
Software tab. It shows the most recent versions of 3rd party software and their status whether
they are downloaded or deployed.

N =TET
Centero Software Manager ¢ )centero

Software | SCCM Integration | Settings | Email Templates | Scheduied Tasks |
~Avallable software

o Refresh § Start download | Retry 2 Delete _-Istop deployments | Username: I i — Password: @ Logn Ok

Softwars | Version | Download status |
- .= 2600127 Not ready
P 2600151 Not ready
- = i 15.023.20070 Not ready
e Tl ™ 11018 Not ready
. R § 1229.193 Not ready
s gEmy m e 2.1.5009.46 Not ready
R R ] 1.00 Net ready
--------- 1.0.5002 Not ready
il el " "l Gl PR 24 Net ready
s e § 59.0.3071.86 Not ready
- el R ] 5.1.50801.0 Not ready
E mEE En 5503 Net ready
. mmew W B Eew 4590 Not ready
" Fam Te— ™ 732 Not ready
R N s § R 733 Not ready
g . 7.31.104 Not ready

e | 226 Not ready

Apply Close |

2. SCCM-integration tab is basically the view where all the advanced configuration can be defined.
The view has 3 sub tabs.

General settings

Service status - SCCM integration is basically the on/off button of CSM for SCCM. The solution
only downloads and deploys 3rd party software when it's in Enabled state. As a side note, it's
important to understand that setting integration to Disabled only stops the future deployments but
does NOT affect the existing ones.
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Logging - Debug logging enables logging for debug purposes.

SCCM information - Reload SCCM information is a function to reload information such as
distribution groups in CSM.

Service User is the account used to run CSM for SCCM. This service account does the necessary
background tasks such as initiating download of the newer 3rd party software versions.

Server - Server name is selected to Remote in order to use a remote server. In this case a valid
server DNS name is required.

=lolx|
Centero Software Manager c)centero

"Software  SCCM Integration |SerLingsl Email Templates | Scheduled Tasks |

|1 Mew deployment process Delete | General settings | Default software semngsl Default deployment settings
W— [ Service status
LAl SCCM integration ¢ Enabled & Disabled
[~ Logging
Debug logging  Enabled & Disabled
—SCCM inf ion
Reload SCCM information Reload |
— Service user
Service user centerockadministrator Change.
[ Server
Servemame: & Local " Remote: I

HAoply: | Close

Default software settings

General settings

File system root folder for packages is the location where all the 3rd party software packages are
downloaded.
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SCCM root folder for packages is a name for container that appears in SCCM console in
Applications section. All the imported 3rd party packages will be placed into it.

Send logs to Centero enabled / disabled

E-mail notification

Template name decides which e-mail template you wish to use.

Email address is the address shown to receiver of the notifications.

Application catalog

Application Description with this option you can construct a description for 3rd party software in
SCCM.

Application Name with this option you can construct a name for 3rd party software in SCCM.

Advanced settings

Distribution point group is a selection which group you want to use.

Application category can be used if you want to use it in application catalog.

Slow network mode can be set download / download content / nothing.

Fast network mode can be set run local / run from network.

Persistent content in client cache can be set true / false.

Allow clients to share content on same subnet can be set true / false.

Allow clients to use fallback source location for content can be set true / false.

Superseeding can be set all previous versions / all active previous versions / only previous
versions / none.

Superseed version exclude can be used to leave out specific version. Version number can be input
here but also regular expressions can be used.

Add operating system requirements can be set default or false.

Clear previous version has 5 options:
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e Never

e Remove deployments, supersedencies and retire when latest available.
e Remove deployments, supersedencies and retire when latest required.
¢ Remove deployments, supersedencies when latest available.

e Remove deployments, supersedencies when latest required.

General settings  Default software settings | Default deployment settings

— General settings
Filesy=tem root folder for packages

[\\CM2012SP1\F$\csm

SCCM root folder for packages ISoﬂware Manager

ITI'I_IE j

Send logs to Centero

r— Email notification (all deployments as table)
Template name I j

Mail address |

r— Application catalog

Application Description in application catalog
Application Mame in application catalog

Application help documentation in application catalog

[[PUBLISHER] [NAME] [VERSION] [LANGUAGE] [ARCHITECTURE] (INSTALLERTYP
[[PUBLISHER] [NAME] [VERSION] [LANGUAGE] [ARCHITECTURE]

— Advanced settings
Distributionpaint group
Application categony
Slow network mode
Fast network mode
Persistent contert in cliert cache
Allow clierts to share content on same subnet
Allow clierts to use fallback source location for content
Superseeding
Superseed version exclude

Add operating system requirements

Clean previous versions

{DP group =]
| I~
{ Download =l
| RunLocal =l
| False =l
[Te =l
[T =l
| All previous versions =
|

| Defaut =]
| Remove deploymerts, supersedences and retire when latest required =]

Default deployment settings

This is one of the most important views in CSM. You can create a default deployment
configuration here which will get copied when a new deployment process is created. The
Collections section enables adding, removing and modifying collections in default deployment
process.

Selecting a collection from a list populates its Deployment, Email notification and Scheduling
settings.
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Deployment settings

Collection name is an imported list of your collections defined in SCCM.

Collection type can be used to choose whether collection type is device or user.

Deploy purpose has 3 options: required / available / available with forced upgrade.

User notification can be set to display all and display in software center only.

Comment can be used as a custom note for deployment. By default CSM uses date as a comment.
Scheduling

Deployment time is depended when a new 3rd party softaware version is released and
downloaded. If time is set to immediately deployment will be made right after a new version is
downloaded. After option should be used when a specific delay is needed between collections or
available / force installations.

Make deployment available is the time when you want to make the deployment available to a
collection.

Force installation is the time when you want the deployment to be required to a collection.
Email notifications

Here you can specify a template for every collection you want. Multiple recipients for the email
notification system can be added by separating them with semicolon.
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General settings I Default software settings  Default deployment settings

— Collections
] New X Delete

| Moveup @ Move down

Simulated publish time: [13.09201710:24 =]

Production

ti 3.10. 16:00

Collection Available {simulated) Required (simulated)
1st level testing ti 19.59. 16:00 to 21.9. 16:00
2nd level testing ti 26.9.16:00 to 2859 16:00

ti 10.10. 16:00

— Deployment settings
Collection name IProdudinn j e
Collection type IDevice j
Deploy purpose IF!equired j
User notification IDispIEﬁ‘r all j
Commert I

— Scheduling

Make deployment available

And force installation

i Immediately {* after Iﬂl 3: working days on Ituesda},'

| a

[utctme | [16:00

" Immediately ¥ after IE 3: working days on Iarryworking day j at

[uTCtime =] [16:00

r— Email notifications

Template name

Email address

IErnaiITempIate - Al deployments table

=

Ideplo}rrnents@cerrtem.fi

Apply | Close
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Existing deployments

Last Modified on 16/02/2017 11:34 am EET

CSM application is able to automatically supersede older versions of the application when the
application has been created by CSM application. On first deployment of each application SCCM
administrator must create manually the supersede settings or disable existing deployments from
SCCM. Otherwise SCCM might try to install both old version and new version added by CSM
application.

Check if application that will be deployed using CSM currently have deployments in SCCM.
Application deployments could be created legacy Package based deployment or newer Application
based deployment.

Actions for Package based deployments

Package deployments can be found from SCCM console on Software Library\Application
Management\Packages structure. If existing deployment for the application to be deployed using
CSM is found as Package based deployment, then you need to remove the deployments before
deployment process for this application is created in CSM. This is because Package based
deployments can't be superseded by newer Application based deployments that CSM is using.

Actions for Application based deployments

Application deployments can be found from SCCM console on Software Library\Application
Management\Applications structure. If existing deployment for the application to be deployed
using CSM is found as Application based deployments, then you need to manually create
supersede setting after CSM has created new applications to SCCM.

Supersedence is created from Supersedence tab in application properties window
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 Secury |

Generl Information | Applcation Catalog | References | Distribution Setings | Deployment Types | Content Locations | Supersedence |

If this appication is an upgrade or replacement for an existing application in the Software Library, specify a supersedence relationship that
mﬂmmm-ﬂmﬁmmm.mn References tab to deplay any spplications that supersede this

Mote: Modify pamission to both applications is required to change the supemsedence relationship.

This application superssdes the folowing applicatons:
Application Old Deployment Type Replacement Deployment Type ~ Actwe  Uninstall
Audobe Flash Player A Adobe Flash Player ActiveX 1301 Adobe Flash Player ActveX 23010 Yes ]

Adobe Flash Player A Adohe Flash Player ActiveX 180 Adobe Flash Player ActiveX 2301 Yes
Adobe Flash Player & Adohe Flash Player ActiveX 120  Adcbe Flash Player ActiveX 2201  Yes
Adobe Flash Player A Adobe Flash Player ActiveX 1801  Adobe Flash Player ActiveX 2301 Yes

Adobe Flash Player A Adobe Flash Player ActiveX 13,01 Adcbe Flash Player ActiveX 2301 Yes

Add... | Edt. | Remove

0 Mlow users to see deployments for this application and all applications that it supersedes in Application Catalog. This may resut in the
user instaling multiple applications on the same device, if requirements for these applications are met

[ ok [ cancal || oy

New supersedence can be added by clicking 'Add..."' button
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Specify the deployment types to be replaced by this application,
Curent Application: Adobe Fash Player Activel 21,0.0.185 EN x86 Msi
Supereded Appication: [Adobe Flash Flayer ActveX 2300.162ENxB85Msi | | Browse. |

Specify the new deploymert type to replace the deployment types of the superseded application. The new deploymert type
will upgrade the installed, superseded deployment type uniless you select the Uninstal checkboo. In that case, The previous
deployment type wil be uninstallzd and the new deployment type will be newly instaled.

i Deployment Type Technology Mew Deployment Type
Adobe Flash Player ActiveX 21.0.0.16..  M3I Adobe Flash Player ActiveX 230011 «

Click 'Browse..." button to search for existing application from SCCM. Then select new application
created by CSM to 'New Deployment Type' column. If older version needs to be uninstalled first,
then check also 'Uninstall' column checkbox. By default, you should check the uninstall checkbox if
your existing deployment contains uninstall possibility. This is because Centero cannot guarantee
that new application created by CSM can upgrade all existing installations of the same application.
Centero can only guarantee that new versions of the application can upgrade older versions
created by CSM application. Upgrade mode (Uninstall checkbox is not checked) can be tested on
test devices and if it works then upgrade mode could be used but if next phase deployments starts
to fail then Uninstall checkbox should be selected. In this case test that existing application can be
uninstalled by SCCM (application has correct detection rules, uninstall command is specified and
uninstallation works using that command).
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CSM for SCCM - How to verify successful
implementation

Last Modified on 16/10/2017 2:16 pm EEST

1. Start Centero Software Manager for SCCM in Start menu.

l,—'" LAQLLITIETTLS
'@ Internet Explarer 3
B Computer
b Command Prompt
Metwork
DMS
Control Panel

1 Active Directory Users and
Computers

@
o
ﬂ DHCP

Devices and Printer

Administrative Toolg

Centero Software Manage

Help and Support

u

g& SQL Server Management Studio RUA. ..

* all Programs

I |search programs and filles @J Log off Fl
M 'H
B ©

2. Check if SCCM status is in Import successful condition. If yes, then the deployments should be
all good in SCCM.

Centero Software Manager
Software | SCCM Integration | Settings | Email Templates | Scheduled Tasks |
— Available software
| Refresh £ Start download Retry Delete Stop deployments | Username: Icsm@cerﬂem.ﬁ Password: [eesessessssesd @ Login O
Software | Version | Download status | SCCM status | SCCM Deployment Process
Adobe AIR EN x86 2700124 Completed
Adobe Hash Player ActiveX EN x86 27007130 Complsted Import successful  Adobe Flash Player ActiveX EN =86
Adobe Reader DC EN %86 15.023.20070 Complsted Import successful  Adobe Reader DC EM x86
Adobe Reader X ENx86 11018 Completed Import successful  Adobe Reader X EN x86
Adobe Shockwave Player EN x86 1225195 Completed
Centero Carillon EN x86 2.1.5011.46 Completed
Centera Cleanup Tool EN x86 1.00 Completed
Centero Inspector ENx86 1.0.5002 Completed
Domirik Reichl KeePass Password Safe EN x86 234 Completed
Google Chrome EMN x86 55.0.3071.86 Complsted
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CSM for WSUS - System requirements

Last Modified on 02/10/2017 1:13 pm EEST
System requirements for CSM for WSUS:

e Windows Server 2008 R2 or newer operating system
e WSUS (Windows Server Update Services) at least at version 3.2.7600.226
e Automatic approval for Updates classification must not be enabled
e Microsoft .Net Framework 4.x
e 100Mb of free disk space for CSM application
e Network share for downloaded applications
o At least 50Gb of free disk space
e Administrative level user account for target machine of installation

e HTTP/HTTPS access from server to portal.centero.fi address
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CSM for WSUS - WSUS requirements

Last Modified on 03/10/2017 3:02 pm EEST
WSUS requirements for CSM for WSUS application:

e Supported WSUS version:
o 3.2.7600.226
° or newer
e Auto approval for Updates type classifications must be disabled
e Groups that will be used on deployment
e A certificate must be defined for WSUS in order to deploy other than Microsoft updates.

o If there is no existing certificate a new one can be created in GUI of CSM for WSUS
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CSM for WSUS - Checking auto approval
settings

Last Modified on 02/10/2017 12:47 pm EEST

1. Open Windows Server Update Services (wsus.msc) in start menu.

Programs (1)

Eé.-i Windows Server Update Services

-
' Gee more results

I windows server update services| Log off | bl

2. Navigate to Options and Automatic Approvals.



&= ZzlH=

5 gt S

El &5 CM20125P1
@ Updates
[ &* Computers
i¢ All Computers
&3;- Downstream Servers
% synchronizations
4l Reports
‘

%
.t
= This view allows you to configure settings on your server,

Update Source and Proxy Server
You can choose whether this Windows Server Update Services server synchronizes from Micr

netwark.

®

“";1 Products and Classifications
You can specfy the products for which you want updates and the types of updates you want]

!‘I

=/ Update Files and Languages

=| You can choose whether to download update files, where to store downloaded files, and whid
'Ft Synchronization Schedule

dl You can choose to synchronize manually or set a schedule for daily automatic synchronization
= Automatic Approwv

g You can specfy how tomatically approve installation of Ypdates for selected groups and

I.. Computers

g~ foucan spedfy how to assign computers to groups.
= Server Cleanup Wizard
o 'fou can use server deanup to free up old computers, updates and update files from your ser

3.Choose the rule and Edit it. Click on When an update is in a specific classification. Then click on

the link below.

Automatic Approvals

Update Rules |advanoed I

T4 when they are synchronized.

::_\ ‘You can specify rules for automatically approving new updates

O wWhen an update is in a spedific product

Mew Rule... Edit... Delete Fun Rule
X O set a deadline for the approval

B Default Automatic Approval Rule ut
fi ) ) . )
Step 2: Edit the properties (dick an underlined value)
When anupdate is in Critical Updatesnl Security Updates
Rule properties (dick an underlined value to edit) Approve the update for all computers
When anupdate is in Critical Updates, Security Updates
Approve the update for all computers -
ne
Step 3: Spedfy a name
IDefault Automatic Approval Rule
or
OK I Cancel
oK I Cancel Apply | - - — -
ogram to imprave the quality, reliability, and performance of Microsoft software.

4. The Updates classification should be disabled.
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Choose Update Classifications

ﬁi Select the dassifications you want to include:

(M| All Classifications
- [¥] Critical Updates
- ] Definition Updates
- [C] Drivers
- [ Feature Packs
- [¥] Security Updates
- [ Service Packs
- [ Tools

- ] Update Rollups

[ IUpdates
- | Upgrades

] e |
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CSM for WSUS - Existing 3rd party software
& deployments

Last Modified on 02/10/2017 1:07 pm EEST
CSM for WSUS does only support default installations of 3rd applications by software vendors. If

software packages are customized or altered, CSM might not be able to update these
installations.
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CSM for WSUS - WSUS groups

Last Modified on 03/10/2017 3:00 pm EEST

1. Open Windows Server Update Services (wsus.msc) in start menu.

Programs (1)

E;.i Windows Server Update Services

e
- See more results

I windows server update services|

2. Navigate to Options and All computers. The groups below are usable in CSM for WSUS
deployments.
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ﬁ File Action View Window Help

as| 7w s

.ﬁ[ _I_.Ipdate Services All Computers (0 computers of 1 shown,
= &5y cM20125P1
E’ Updates Status: Failed or Needed - (]

=] s&* Computers

- < e,
i Unassigri,_JComputers

e 1stlevel testing
i’ Adobe Reader
i Production

% Downstream Servers

¥ synchronizations

{5l Reports

E Options

()| Mame




Downloading and extracting the files

Last Modified on 16/10/2017 2:27 pm EEST

1. Download the CSM.zip from http://portal.centero.fi/Data/CSM.zip and save it to the server or
remote console which will be used in CSM for WSUS deployment.

5
Do you want to open or save this file?

i MName: CSM.zip
Type: Compressed (zipped) Folder, 6, 78MB
From: portal.centero.fi

Open Save @ Cancel I

IV Always ask before opening this type of file

|--' While files from the Intemet can be useful, some files can potertialty
ham your computer. f you do not trust the sounce, do not open ar
save this file. What's the risk?

2. Extract the package and open the folder.

C5M Open 13.4. 2017 1257

Open in new window

Compressed (zippe...

Extract All...
Open with...
Restore previous versions

Send to 3

Cut

3. Runinstall.cmd as administrator.

Mame « Date modified
) 0, Manual prereguisuite updates 13.4.2017 12:58
J 1, Centero Agent 3.0,5001, 45 (64-bit) 13.4.2017 12:58
J 2. Centero Software Manager 1.0, 5087 (&4-bit) 13.4.2017 12:58

install.cmd o
= . pen
uninstall. cmd Edit
Print
'@' Run as administrator
Troubleshoot compa
Restore previous versions

Comrd $m S

. Installation proceeds quickly and command prompt notifies when the installation is complete.
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13.64.2817
13.64.2817
13.84. 2817
13.684.2817
13.64.2817
13.64.2817

13:81:80.72
13:01:808_.79
13:01:860_.87
13:81:81_.879
13:01:61 .87
13:81:83 .62

Administrative user rights detected.

Checking older versions..

Installing Centero Agent..

Centero Agent installion done <@},

Installing Centero Software Manager..
Software Manager installation done (B>_. Start

Software Manager'" from start menu.

5. CSM for WSUS can be now lancuhed from start menu.

“¥ DHCP
N
ul

:"?\

_~= SQL Server Management Studio

Centero Software Manager

Admir

Help 2

{b Run..

3 &l Programs

I |search programs and filez

Fel Logo

0

"Centero
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Initial configuration during the start wizard

Last Modified on 16/10/2017 2:28 pm EEST

1. After installation is complete, launch CSM for WSUS from Windows Start Menu.

D L
Admir|
.u : SQL Server Management Studio
% Help 3
G } Centero Software Manager "\[b Run..
» &ll Programs
I |Search programs and files Logo

2. Proceed with the wizard by clicking next.

Centero Software Manager Configuration Wizard ]

Welcome to Centero Software Manager!

This configuration wizard will help you to enable software
integration with Centero Software Manager. After the wizard, your
deployment platform is ready and configured for third-party
updates. Settings can also be modified later in the application.

softwaAre
MANAQEr

cBeck | New Cancel |
q

3. CSM for WSUS requires organization specific credentials to connect cloud for managing
chosen 3rd party software. Input the credentials and click login. The wizard will now inform of
successful login. Proceed by clicking next.
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Enter credentials.

Centero Software Manager Configuration Wizard

Centero Sofiware Manager Login

Isemame: |.- Ilonm ®

I

Login | Login successful

Password:

is csm support @centero fi.

Please enter your Centero Software Manager credentials in the input fields above. The
credentials are delivered to you by Centero. f you don't have an account, you don't know
your credentials or login fails for any other reason, please contact us. Our support address

« Back

Mext =

Cancel

4. CSM for WSUS downloads 3rd party software to a chosen location. Browse for a suitable

location and proceed by clicking next.

Centero Software Manager Configuration Wizard

Software Download Location

Set download location for software installation packages.

Folder: IE:‘»SDﬂware downloads

| Browse |

An onganized folder structure for installation packages and documentation will be created
in the specific location. At least 50 GB of free space is recommended for the selected disk.

< Back

Mext =

Cancel

5. Select the integration type. Since we are installing CSM for WSUS it's obviously the following.

Proceed by clicking next.
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Centero Software Manager Configuration Wizard k|

Integration Type
Select integration type.

i~ System Center Corfiguration Manager (SCCM)
* Windows Server Update Services (W5US)
" Orly package download

if you onby wish to download third-party sotware packages without any integration to your
cument system, please select only package download. For the integration scenarios,
please choose an option comespanding to your cument update delivery system.

<Back | Nsm}%J Cancel |
i

6. We recommend CSM for WSUS to be installed on the same server with WSUS-component. To
do this, check the local server check box. In order to use a remote server in deployment leave the
box unchecked and provide host name and port to input fields. After choosing the deplyoment
method and confirming a valid WSUS server please proceed by clicking next.

Centero Software Manager Configuration Wizard A

WSUS Server
Set WS5LUS server settings.

W Local server WSS found

Remote senver

Host: I Applhy |
Port: | "I ™ Use SSL

Flease choose whether you use a local server ar a remote server for C5M. When the
option is selected, the wizard will checlk f WSUS exists in the specific server.

< Back Next > (ﬂ\j Cancel
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7. At this point the wizard retrieves the WSUS groups. The deployment process for the managed
software can be configured. WSUS groups are listed and deployment phases can be selected. By
default, these three deployments are scheduled to be effective immeditely, after a week and after
two weeks. Proceed by clicking next.

As a sidenote, these settings can be modified later on.

Centero Software Manager Configuration Wizard |

WSUS Deployment process

Select how marny steps you want in default deployment process.

" Onestep ¢ Twostepz © Three steps

Step Computer group Deployment
First deployment I'Ist level testing j Immediatety
Second deployment | Production v|  Afteraweek
Third deployment I j

Two step model is for medium size environments. k means that you select two groups.
Software will be installed immediately on the first group, and after a one week long test
period on the second group.

« Back Meat = Cancel

8. The initial wizard is now complete. We recommend to review the defined configuration by
choosing No and proceeding to advanced settings by clicking finish. If you feel happy with the
configuration the deployments can be started right away by clicking Yes.
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Centero Software Manager Configuration Wizard
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Advanced configuration after the initial
wizard

Last Modified on 16/10/2017 2:32 pm EEST

1. If the final selection to start deployment was No then CSM for WSUS will automatically launch.
The first view is Software page which basically displays the selected 3rd party software and their
statuses. At this point, before the first deployments, we want to make sure that the defined
configuration is correct. You can do that by clicking WSUS Integration.

RE=TET
©)CENLErO  Centero Software Manager

Software | WSUS Integration | Settings | Email Templates | Scheduled Tasks |

— Mvailable software

o, Refresh 3 Start download | Retry 2 Delete JStDp deployments | Usermame: Icsm@cerrtero.ﬁ Password: =
Software | Version | Download status |
Adobe AIR EN x86 2500134 Mot ready
Adobe Flash Player ActiveX EN xB& 25.0.0.171 Mot ready
Adobe Reader DC EN xB6 15.023.20070 Mot ready
Adobe Reader X1 EN x86 11.0.18 Mot ready
Adobe Shockwave Player EN x86 1228.158 Mot ready
Centero Carllon EN x86 2.1.5009.46 Mot ready
Centero Cleanup Toaol EM x86 1.00 Mot ready
Centero Inspector EMN x86 1.0.5002 Mot ready
Dominike Reichl KeeFass Passwaord Safe EN x86 234 Mot ready
Microsoft Silveright (exe) EN x64 5.1.50901.0 Mot ready
Mozilla Firefox EM xB6 53.0.3 Mot ready
Mozilla Firefox ESR EMN xB6 4550 Mot ready
Motepad++ Team Notepad++ EN xB88 73z Mot ready
Skype Skype EN x86 73004 Mot ready
VideoLAN VLC Media player EN x86 2286 Mot ready

Apphy | Close |

2. There are 6 different configuration areas on this view. Explaining all of them is covered in the
document.
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Centero Software Manager

©)CENLEFO  Centero Software Manager

Software  WSUS Intsgration |Set1.ings| Email Templates | Scheduled Tasks |

— Service status

WSS integration ¢ Enabled & Disabled

=0l x|

r— Installation app |

| Refresh groups

— Server settings
IV Local server
Server status Ok

r— Remote server

Name |Iocalhost
Pot |80 =l

=} Us= 551

Apply: |

— Server cerificate
Status  Valid, expires: 22.11.2020 19:13:42

Actions Bxport... Generate Import certificate... |

— Settings
" Use local cache

Log level IErrors only j
¥ Send logs to Centero

EE All Computers
fo, El Unassigned Computers (15)

El 1st level testing (15)
E-. Adobe Reader (15)

Deadiine after watt time (days) I 7
r Optional install

. .M« Production
— Computer group settings
Computer group |
Check / uncheck |

[ Adobe AIR EN x86 -
[ Adobe Flash Player Active EN x86
[ Adobe Reader DC EM x86
[0 Adobe Reader XI EMN x86
[ Adobe Shockwave Player EN x86
[ Centero Carilon EN x86 hd|

Wit time (days) [o =

Apply |

Close

3. Service status is a selection whether the automatic software deployments and updates are

enabled or not.

— Service status

WSLUS integration " Enabled

¥ Dizabled

4. In server settings the WSUS server itself can be configured. CSM supports both, a local and a

remote server.

— Server settings
M Local server
Server status Ok

— Bemote senver

MName IIl:ucalhI:ust

Pott |80
™ Use S5L

Apply

5. A server certificate is required in order to publish 3rd party software to WSUS server. If there's
an existing certificate it can be used by importing it. If there's no certificate, one can be generated
in CSM. After the certificate is created it can be exported by choosing export.
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The certificate used in CSM must be also stored to workstations in order to deploy 3rd party
software to them. The certificate must be stored into both Trusted root certification authorities
and Trusted publishers containers.

We recommend to do the certificate deployment by using Group Policy. We have more specific
instructions for that.

Server certificate
Status  Valid, expires: 22.11.2020 15:13:42
Actions Export ... | Generate | Import cerificate... |

6. The installation approval is a generated view from WSUS groups and a number of 3rd party
software allocated to them. These groups can be navigated by clicking on them. This will populate
the information below the view to computer group settings.

In this view you can select which 3rd party software are targeted to specific groups and what are
the time settings for the deployments. Wait time is the time that selected 3rd party software will
become available to computers in the selected group. The time will start elapsing from the
moment when we have published the new version of a 3rd party software and it's downloaded to
the server.

It's important to acknowledge that the wait time is an artificial delay option made possible by CSM. WSUS
doesn't originally provide wait time but only deadline. For this reason, updating wait time configuration for a
deployment is effective next time when a new version of 3rd party software is published.

Deadline is different from wait time. Instead of software becoming available installation to
computers it will become a required installation. Deadline-time will begin to elapse from the
moment when wait time has completed.

Optional install does only work for Windows 7. A deployment of this kind will make a 3rd party
software only available but not required.

— Installation approvals
i Refresh groups
E|El all Computers

...... K« Unassigned Computers

. " 1st level testing (15)
K Adobe Reader (15)

- &« Production (15)
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[w] Microsoft Sitveright (exe) EMN x64

[w] Mozilla Firefox EN 286

[w] Mozilla Firefoxx ESR EN 286

[w| Motepad++ Team Motepad++ EM x86

[l Skype Skype EM %36
[w] VideoLAMN VLC Media player EN x86
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Create or replace a WSUS publishing
certificate for 3rd party deployment

Last Modified on 03/10/2017 2:49 pm EEST

In order to deploy 3rd party updates via WSUS the server and the clients have to have the same
self-signed certificate.

1. Launch Centero Software Manager and open WSUS-integration tab. Click Generate button in
Server certificate section.

Centero Software Manager

Centero Software Manager

Software  WSUS Integration |serLings| Email Templates | Scheduled Tasks
— Service status
WSUS integration " Enabled {* Disabled

— Server settings
¥ Local server

Server status Ol
— Remaote senver

Mame IIl:u:Ethl:ust
Pot |30 =]

[T Use SSL

Ay |

— Server cerificate
Status  Valid, expires: 22.11.202015:13:42
Actions Export... Generate Import certificate... |

— Settings
Log level IElTurs onhy j
¥ Send logs to Centero
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— Server settings
¥ Local server

Server status Ok

— Remote senver

Mame II::u:thu:ust

Pot [0 =

[T Use 551

Apply |

— Server cerificate
Status  Absent
Actions Export... Generate Import certfficate... |

— Settings
Log level IElTurs onhy j
¥ Send logs to Centero

2. If there is no existing certificate (absent) on the server one will be created. If there already is a
certificate (valid or not) CSM will confirm for replacing it. Click Yes if you would like to replace an
existing certificate.

Replace existing? x| |

Replacing existing certificate require all packages to be re-signed
with new certificate and certificate must be installed as trusted on
all dients. Do you want to continue?

3. When a valid certificate exists, it must be deployed to clients in order to deploy the software
updates. We recommend doing this by using a group policy object. Export the certificate by
clicking Export button and save it to a location where you can access it with GPO management
tool.
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Export certificate...
%v| 4. = Administrator = Downloads ~ Ad E“ Search Downloads

Organize *  MNew folder == -

T O Ex

Mame | Date modified | Type |

4]

. rFe
30 Favorites =

B Deskiop |l csm {T} 29,9.2017 13:57 File folder
4. Downloads

/= Recent Places

= Libraries
@ Documents
Jﬂ Music
[E5] Pictures
B videos b

j-;.l Computer

&, Local Disk (C2)
. Snnres (FY j <I I

ja
File name: I certificate j
=

Save as type: |x. 509 Certificates

& Hide Foldersl Save I Cancel |

B X

Certificate saved succesfully,

|

4. Open up Group Policy Management (gpmc.msc). Create a new GPO in a proper place and name
it.
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Action  View

54 File

Window  Help

E,-: Group Policy Management

=10] x|

ISE

&= | 7E8E «d &

_%5 Group Policy Management
= _i\_ Forest: centerock.local
= (£} Domains
[=l _fj centerock.local
i Default De
2 | Domain Cc
3| Staging
=t Group Poli
E?- WMI Filter
]| Starter GP
[ Sites
5 Group Policy Mode
%] Group Policy Resul

FHHEHMHE

centerock.local
Linked Group Policy Objects |Emup Policy Inheritancel Delegation I

| tink Ardar &

| GPO

| Erforced | Link Enabled | GPO ¢

Create a GPO in this domain, and Link it here. .. {b E;g Default Domain Palicy Mo

Link an Existing GPO...
Blodk Inheritance

Group Policy Modeling Wizard. ..
Mew Organizational Unit

Search...

Change Domain Contraller...

Remove

Active Directory Users and Computers. ..

View
Mew Window from Here

Refresh

Properties

Help

Yes

Enable

|['.rv.=.ate a GPO in this domain and link it to this container

5. Edit it. And open the following container: Computer Configuration - Policies - Windows Settings -
Security Settings - Public Key Policies.

E Group Policy Management

WSUS 3rd party pub

I _Lf_’*.l Forest: centerock.local _ _
=] % Damains Scope | Dﬁtallsl Settings
El g centerock.local Links
i/ Default Domain Policy Display links in this locatiory
Ii=ﬁ.r WSUS 3rd party publish certificate :
2 | Domain Controllers Ed't"ib bmiain
2| Staging Enfor
¢ Group Policy Objects v Link Enabled
5 WMI Filters Save Report...
B 5] Starter GPOs View ,
[ Sites
ar ' ) Mew Window from Here
sti Group Policy Modeling
|+ Group Paolicy Results Delete
Rename PO cg
Refresh
SErs
Help

6. Import the certificate to two different certificate-containers (Trusted Root Certification
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Authorities & Trusted Publishers) by clicking import.

E Group Policy Management Editor - |EI |£|

File Action View Help

T EIEEE =

|| Name Resolution Policy ;I Issued To = | Issued By | Ex
| Scripts (Startup/Shutdown) ) o
Security Settings There are no items to show in this view.
__:fa Account Policies
Ef Local Polides
= EventlLog
("4 Restricted Groups
['4 System Services All Tasks 13
4 Registry -
:_3 File System Refresh
7o Wired Network (IEEE 802.3) Policies
[ [] windows Firewall with Advanced Security B
| Metwork List Manager Policies Arrange Icons
;:g Wireless Metwork (IEEE 802, 11) Policies Line up Icons
71 Public Key Policies -
7] Encrypting File System Help
7] BitLocker Drive Encryption
|| Automatic Certificate Request Settings
| Trusted Root Certification Authorities
| Enterprise Trust
[ Intermediate Certification Authorities
[ 7] Trusted Publishers
7] Untrusted Certificates —
|| Trusted People
| Software Restriction Policies
] Metwork Access Protection
7] Application Control Policies
.g IP Security Policies on Active Directory (CENTERS o
l -~ _'l_I

=i

Import...

FEEEEEEE EPE

View 3

o =

F B BB

7. Click Next.



Certificate Import Wizard

8. Browser for the certificate, open it and click Next.
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File name:

I Browse... I

x
‘éov| 5 - Admiristrator ~ Dowrloads < - ml Search Downloads @

Organize *  Mew folder = -~ O @

> Favorites =1 MName * | Date modified | Type | Size
=

B Desktop | CSM 29.9.2017 13:57 File folder
4. Downloads

L2017 1421 Security Certificate

15| Recent Places
Lear
- Libraries
@ Documents
— .J’ Music
[E5| Pictures
L B videos

18 Computer
& Local Disk (C:) -
—a Source (E:)
s C5M (F2)
(. Shared Folders (V3.7 4] | i

[%]
m
o
o
o

R

File name: Icer‘tificate j ICertificate File (*.cer*.crt) j

Open I Cancel |

9. Click Next.



Certificate Import Wizard

F o Automat [ Enie certificate store e o EnE Ly e o

[+

10. Click Finish.



Certificate Import Wizard x|

Completing the Certificate Import

Wizard
y The certificate will be imported after you dick Finish.

= _____

E.-f-._?;]? You have spedified the following settings:
Certificate Store Selected by User [INEEs s i ®= il
Content Certificate
File Mame C:\Wsers\Administrate
J | i

< Back I Finish I Cancel |

11. Make sure that a similar certificate is in both of the certificate-containers: Trusted Root
Certification Authorities and Trusted Publishers.

piration Date

22,11, 2020

WSUS Publishers Self-signed WSUS Publishers Self-signed Code

12. As soon as the GPO is is refreshed on the computers WSUS 3rd party deplyoments can be
done.



CSM for WSUS - How to verify a successful

implementation

Last Modified on 03/10/2017 2:47 pm EEST

1. Open CSM for WSUS from Start Menu.

e

~ .+ Active Directory Users and
© Computers

| Ll ‘
< E DHCP

Centero Software Manager

. ﬁh SQL Server Management Studio

v All Programs

Co

I Search programs and files

2. Check if the managed software have been downloaded and imported successfully.

Software Version Download st.. | WSUS status WSUS Deploymeg
Adobe AIR EN x36 2700124 Completed Import successful  1stlevel testing
Adobe Flash Player ActiveX EN x86 2700130 Completed Import successful  1stlevel testing
Adobe Reader DC EN x36 15.023.20070  Completed Import successful  1stlevel testing
Adobe Reader Xl EN x36 11.018 Completed Import successful  1stlevel testing
Adobe Shockwave Player EN x36 12257199 Completed Import successful  1stlevel testing
Centero Carillon EN x36 21.5011.46 Completed Import successful  1stlevel testing
Centero Cleanup Tool EN x86 1.0.0 Completed Import successful  1stlevel testing

3. Check updates from a computer which is included in a WSUS group for managed 3rd party

software. Update history on Windows 10 machine can be found via Update & security.
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%

Settings

Apps
Uninstall, defaults, optional
featuras

-
1
\ 7
o
Ease of Access
Marrator, magnifier, high
contrast

Windows Settings

Find a setting

K

Accounts

Your accounts, email, sync,

work, other people

-

Privacy
Location, camera

AT
Time & language
Speech, region, date

N
R/
Update & security

Windows Update, recovery,
backup

s

®

GGaming
Game bar, DVR,
broadcasting, Game Mode

4. Click Update history and then choose Other Updates.

Windows Update

*Some settings are hidden or managed by your organization.

Update status

|
|

Updates are available.

+ Apple iTunes 12.7.0.166 EN x64 Msi

Updates are ready to install

Install now

Update hism%
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2 Update history

Uninstall updates

Recovery options

Update history
> Quality Updates (27)

> Driver Updates (5)

>% Other Updates (50)

5. There should be 3rd party software in the update history. Click on a link and it will show

information about deployment. If there is text Update published by Centero WSUS Tool then the
implementation is successful.

2 Update history

——————— g -

Apple Mobile Device Support 11.0.0.20 EN x84 Msi
successfully installed on 3.10.2017

Greenshot Greenshot 1.2.10.6 EN %86 Msi !

Update published by Centero W5US Tool
s

Successfully installed on 3.‘1':].2[]&

Adobe AIR 27.0.0.124 EN x86 Msi
Successfully installed on 3.10.2017
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CSM Cloud - Requirements

Last Modified on 06/10/2017 1:56 pm EEST
There are a few requirements for devices using Centero Software Manager Cloud.

e Operating system version must be Windows 7 or newer
e Operating system edition must be Enterprise, Professional or Education

e Microsoft .NET-framework version 4.x
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CSM Cloud - Downloading and installing the
client

Last Modified on 06/10/2017 2:17 pm EEST

1. Centero will provide a download link for EXE-file. Download it and run it as administrator.

4|

Application Tools  Downloads

Home Share View Manage

+ 4 4 5> ThisPC > Downloads

0 Mame

=1 CSM_Cloud_Client.exe

7+ Quick access

B Desktop
]
; Downle -t
. ) Run as administrator
[=| Decum )
Troubleshoot compatksdlity
&= Pict
=] FICtrE Pin to Start
J’ Music Ea Scan with Windows Defender...
m Videos
Share with *

2. UAC might notify you. Choose Yes.

User Account Control 4

Do you want to allow this app from an
unknown publisher to make changes to your
device?

CSM_Cloud_Client.exe

Publisher: Unknown
File origin: Hard drive on this computer

Show more details

Yes Mo

3. Proceed with install by clicking Yes.



Install C5M Cloud Client

[O} Do you want to install CSM Cloud Client?

4. Installation will start a new command prompt window which will let you know when it is finished. The
window can be closed now.

BN C\Windows\system32\cmd.exe

5. There will be an icon in taskbar after installation.

) FIN

6. You can check the status of service by clicking on the icon and choosing CSM -> CSM Cloud Settings.
Registered to will get populated with correct information later.

C5M Cloud Settings
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C5M Cloud Settings

—Product activation

Hostname:

CENL25-VMO1-DOM

Registered to: Mot active

Froduct key:  edlcd22f-34ac-435d-9867-3187chbeblecd

_@ softwaAre
mANAQEr

Apply | Close I
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CSM for Servers - Downloading and
installing the client

Last Modified on 16/10/2017 2:03 pm EEST

1. Centero will provide a download link for CSM for Servers client software. The client should be
deployed on all the servers which are going to be managed.

Download CSM_Cloud_Client.exe and run it.

Do you want te run or save CSM_Cloud_Client.exe (1,42 ME) from portal.centero.fi? -

Run Save - Cancel

2. Approve the UAC warning.

User Account Control ot

Do you want to allow this app from an
unknown publisher to make changes to your
device?

CSM_Cloud Client.exe

Publisher: Unknown
File origin: Downloaded from the Internet

Show more details

Yes Mo

3. Choose Yes.
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Install C5PM Cloud Client

[9} Do you want to install C5M Cloud Client?

Yes Mo

4. Installation progresses and will let you know when it's finished. The command prompt can be
closed.

Bl C:\Windows\systemn32\cmd.exe

are M;

can close this window.

5. The installation is complete and CSM for Servers settings can be managed via system tray in
notification area.

C5M Cloud Settings .h

_ 11.47
O fIde AN 000 B

6. CSM for Servers client won't be functional immediately. By default there is a 1 hour cooldown
for scheduled task to contact service and retrieve group based settings.
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C5M Cloud Settings H
‘Product activation
Hostname:  WIN-VHBAJSKRVIO Registered to:  Nol active @ software
Productkey: msillmm 5 s scles B0 S SeEmSess MANAQEr

sopty | [ Close |




CSM for Servers - Requirements

Last Modified on 01/11/2017 12:26 pm EET
There are a few requirements for devices using Centero Software Manager for Servers.

e Operating system version must be Windows Server 2008 or newer

¢ Microsoft .NET-framework version 4.x (if inspecting feature is used)

84



CSM for WSUS - Advanced Configuration
After the Initial Wizard

Last Modified on 16/10/2017 2:32 pm EEST

1. If the final selection to start deployment was No then CSM for WSUS will automatically launch.
The first view is Software page which basically displays the selected 3rd party software and their
statuses. At this point, before the first deployments, we want to make sure that the defined
configuration is correct. You can do that by clicking WSUS Integration.

RE=TET
©)CENLErO  Centero Software Manager

Software | WSUS Integration | Settings | Email Templates | Scheduled Tasks |

— Mvailable software

o, Refresh 3 Start download | Retry 2 Delete Jstop deployments | Usermame: Icsm@cerrtero.ﬁ Password: =
Software | Version | Download status |
Adobe AIR EN x86 2500134 Mot ready
Adobe Flash Player ActiveX EN xB& 25.0.0.171 Mot ready
Adobe Reader DC EN xB6 15.023.20070 Mot ready
Adobe Reader X1 EN x86 11.0.18 Mot ready
Adobe Shockwave Player EN x86 1228.158 Mot ready
Centero Carllon EN x86 2.1.5009.46 Mot ready
Centero Cleanup Toaol EM x86 1.00 Mot ready
Centero Inspector EMN x86 1.0.5002 Mot ready
Dominike Reichl KeeFass Passwaord Safe EN x86 234 Mot ready
Microsoft Silveright (exe) EN x64 5.1.50901.0 Mot ready
Mozilla Firefox EM xB6 53.0.3 Mot ready
Mozilla Firefox ESR EMN xB6 4550 Mot ready
Motepad++ Team Notepad++ EN xB88 73z Mot ready
Skype Skype EN x86 73004 Mot ready
VideoLAN VLC Media player EN x86 2286 Mot ready

Apply | Close |

2. There are 6 different configuration areas on this view. Explaining all of them is covered in the
document.

85



Centero Software Manager

©)CENLEFO  Centero Software Manager

Software  WSUS Intsgration |Set1.ings| Email Templates | Scheduled Tasks |

— Service status

WSS integration ¢ Enabled & Disabled

=0l x|

r— Installation app |

| Refresh groups

— Server settings
IV Local server
Server status Ok

r— Remote server

Name |Iocalhost
Pot |80 =l

=} Us= 551

Apply: |

— Server cerificate
Status  Valid, expires: 22.11.2020 19:13:42

Actions Bxport... Generate Import certificate... |

— Settings
" Use local cache

Log level IErrors only j
¥ Send logs to Centero

EE All Computers
fo, El Unassigned Computers (15)

El 1st level testing (15)
E-. Adobe Reader (15)

Deadiine after watt time (days) I 7
r Optional install

. .M« Production
— Computer group settings
Computer group |
Check / uncheck |

[ Adobe AIR EN x86 -
[ Adobe Flash Player Active EN x86
[ Adobe Reader DC EM x86
[0 Adobe Reader XI EMN x86
[ Adobe Shockwave Player EN x86
[ Centero Carilon EN x86 hd|

Wit time (days) [o =

Apply |

Close

3. Service status is a selection whether the automatic software deployments and updates are

enabled or not.

— Service status

WSLUS integration " Enabled

¥ Dizabled

4. In server settings the WSUS server itself can be configured. CSM supports both, a local and a

remote server.

— Server settings
M Local server
Server status Ok

— Bemote senver

MName IIl:ucalhI:ust

Pott |80
™ Use S5L

Apply

5. A server certificate is required in order to publish 3rd party software to WSUS server. If there's
an existing certificate it can be used by importing it. If there's no certificate, one can be generated
in CSM. After the certificate is created it can be exported by choosing export.
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The certificate used in CSM must be also stored to workstations in order to deploy 3rd party
software to them. The certificate must be stored into both Trusted root certification authorities
and Trusted publishers containers.

We recommend to do the certificate deployment by using Group Policy. We have more specific
instructions for that.

Server certificate
Status  Valid, expires: 22.11.2020 15:13:42
Actions Export ... | Generate | Import cerificate... |

6. The installation approval is a generated view from WSUS groups and a number of 3rd party
software allocated to them. These groups can be navigated by clicking on them. This will populate
the information below the view to computer group settings.

In this view you can select which 3rd party software are targeted to specific groups and what are
the time settings for the deployments. Wait time is the time that selected 3rd party software will
become available to computers in the selected group. The time will start elapsing from the
moment when we have published the new version of a 3rd party software and it's downloaded to
the server.

It's important to acknowledge that the wait time is an artificial delay option made possible by CSM. WSUS
doesn't originally provide wait time but only deadline. For this reason, updating wait time configuration for a
deployment is effective next time when a new version of 3rd party software is published.

Deadline is different from wait time. Instead of software becoming available installation to
computers it will become a required installation. Deadline-time will begin to elapse from the
moment when wait time has completed.

Optional install does only work for Windows 7. A deployment of this kind will make a 3rd party
software only available but not required.

— Installation approvals
i Refresh groups
E|El all Computers

...... K« Unassigned Computers

. " 1st level testing (15)
K Adobe Reader (15)

- &« Production (15)
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[w] Microsoft Sitveright (exe) EMN x64

[w] Mozilla Firefox EN 286

[w] Mozilla Firefoxx ESR EN 286

[w| Motepad++ Team Motepad++ EM x86

[l Skype Skype EM %36
[w] VideoLAMN VLC Media player EN x86
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CSM for WSUS - Adding or removing
managed 3rd party software

Last Modified on 24/10/2017 11:59 am EEST

CSM for WSUS lists all the 3rd party software which are linked to the current account. At this

moment, changes to that list must be requested from Centero by messaging to
csm.support(at)centero.fi.

1. Open up WSUS integration tab in CSM for WSUS.

NET
Centero Software Manager c)centero

| Settings I Email Templates | Scheduled Tasks
~ Service status -l

llation approvals
WSUS integration @ Enabled ¢ Disabled : o Refresh groups |
=%« Al Computers
erver sefiings i M Unassigned Computers
ﬁ 1st level testing (14)
Local server Adobe Reader
Server status Ok .. & Production (14)

—Remote server

Name |Ioca|host

Por  [20 =l

[~ Use 851

Apply. |

—Server certificate
Stalus  Valid, expires: 22.11.2020 19:13:42

~ Computer group settings

Actions. Export. Generate Import cerificate | Computer group I
—Seflings Check / uncheck all |
Log level IErrors only ;I [ Adobe AIR EN x86 -

[ Adobe Flash Player ActiveX EN x86

[ Adobe Reader DC EN x86

[ Adobe Reader XI EN x86

[ Adobe Shockwave Player EN x86

[ Centero Carillon EM x86 LI

[+ send logs to Centero

Waittime (days) o =

2. Select a WSUS group you want to modify. And then add or remove 3rd party software as you will.
Click Apply after changes.
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~Installation approvals
- o Refresh groups
=%« All Computers

------ K« Unassigned Computers

. 15t level testing (12)

..« Adobe Reader

— Computer group settings
Computer group 1stlevel testing
Check [ uncheck all |
vl Google Chrome EN x86 ﬂ
lwl Microsoft Silverlight (exe) EM x64
[ Mozilla Firefox EM xB86
[ Mozilla Firefox ESR EM x86 J
vl Motepad++ Team Motepad++ EN x86
vl Motepad++ Team Motepad++ EN x64 ;I
Waittime (days) ID :I
Ceadline after waittime (days) |1 :I
[ Optional install

3. A new window will popup for confirmation. Click OK and the changes are made.



Apply changes to WSUS server

Action Application Group Deadline Status
» W |Remove |Moazilla Firefox EN x86 1stlevel testing OK
¥ |Remove |Mozilla Firefox ESR EN x86 1st level testing 0K

Close Cancel
4. Changes can be verified in the software tab.

Software Version Download st.. | WSUS status | WSUS Deployment Groups
Adobe AIR EN x86 2700124 Completed Import succe..  Tstlevel testing, Production
Adobe Flash Player ActiveX EN x86 2700170 Completed Import succe... Tstlevel testing, Production
Adobe Reader DC EN x86 1502320070  Completed Import succe...  1stlevel testing. Production
Adobe Reader XI EM x86 11.0.18 Completed Import succe...  Tstlevel testing, Production
Adobe Shockwave Player EN x86 1229199 Completed Import succe... Tstlevel testing, Production
Centero Carillon EN x86 21501146 Completed
Centero Cleanup Tool EN x86 1.00 Completed
Centero Inspector EN x86 1.05002 Completed
Dominik Reichl KeePass Password Safe ENx86 234 Completed Import succe...  Tstlevel testing, Production
Google Chrome EN x86 59.0.3071.86 Completed Import succe...  1stlevel testing. Production
Microsoft Silverlight (exe) EN x4 5.1.50901.0 Completed Import succe... _lstlevel testing, Production
Mozilla Firefox EN %36 56.0.1 Completed Import succe... | Production
Mozilla Firefox ESR EN x86 4590 Completed Import succe... | Production
Motepad++ Team Motepad++ EN x86 732 Completed Import succe..  Tstlevel testing, Production
Motepad++ Team Notepad++ EN x64 133 Completed Import succe... Tstlevel testing, Production
Skype Skype EN x86 731104 Completed Import succe...  1stlevel testing. Production
VideoLAN VLC Media player EM x86 226 Completed Import succe...  Tstlevel testing, Production
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CSM for WSUS - Troubleshooting import
error

Last Modified on 01/02/2018 2:22 pm EET

Sometimes importing 3rd party software to WSUS might result as an error. CSM notifies clearly if
there's something wrong with imports.

I~ Available software
@) Refresh 9 Start download Retry Delete | | Stop deployments | Username: Icsm@cerrtero.fi Password: Ioooooo...ooou @ Login Ok
Softwars | Version | Download status | SCCM status | 5CCM Deployment Process |
Skype Skype ENx86 731104 Completed
Motepad++ Team Motepad++ EMN x64 733 Completed
Motepad++ Team Motepad++ EM x86 e Completed
Google Chrome EM x86 55.0.3071.86 Completed
Mozilla Firefox EM x86 5503 Completed
Microsoft Silveright (exe) EN x64 5.1.50801.0 Completed
Mozilla Firefox ESR EN =86 4550 Completed
Adobe Flash Player Activex EN x86 26.0.0.151 Completed Import successful  Adobe software
Adobe AIR EMN x86 26.0.0127 Completed Import successful  Adobe software
Dominik: Reichl KeePass Password Safe ENx26 234 Completed
VideoLAN VLC Media player EN x86 226 Completed Import emor WLC fast ring {example)
Centero Carillon EN x26 21501146 Completed
Adobe Reader DC EN x86 15.023 20070 Completed Import successful  Adobe software
Adobe Shockwave Player EN x86 12259155 Completed Import successful  Adobe software
Adobe Reader X1 EN xB6 11.0.18 Completed
Centero Inspector EN x86 1.0.5002 Completed
Centero Cleanup Tool EN x86 1.00 Completed

1. There are a few possible scenarios how software import can fail. Retrying the import usually
solves the problem. Select the 3rd party software with import error and click Retry.

Centero Software Manager

Centero Software Manager

f &\

Software | WSUS Integration | Settings | Email Tempiates | Scheduied Tasks |

— Available software

o Refresh €9 Start download || %3 R.eﬁi X Delete Esmp deployments | Username: Icsm@cerrtero.fi Password: [esesssssessssd () Logn Ok
Software bt Version Download status | WSUS status WSUS Deployment Groups
Adobe AIR EN xB6 2800127 Import emar 1st level testing, Adobe Reader
Adobe Flash Player Active EN x86 2800137 Completed Import emar 1st level testing, Adobe Reader
Adobe Reader DC EN x86 15.023.20070 Completed Import emar 1st level testing, Adobe Reader
Adobe Reader ¥| EN x86 11.0.22 Completed Import queued 1st level testing, Adobe Reader
Adobe Shockwave Player EN =86 123121 Completed Import gueued 1st level testing, Adobe Reader
Centero Inspector EN x86 1.0.5002 Completed Import queued 1st level testing, Adobe Reader
Dominik. Reichl KeePass Password Safe EN x86 234 Completed Import queued 1st level testing, Adobe Reader
Google Chrome EN x86 55.0.3071.86 Completed Import gueued 1st level testing, Adobe Reader
Microsoft Silveright {exe) EN x84 5.1.50901.0 Completed Import queued 1st level testing, Adobe Reader

2. Select Yes.

92



Yes M |

3. If the software version is fine and the package is reliable, there is no need to re-download it.
Please select No.

%

| Download package again from portal?

If you select YES, package will be removed from local directories
and downloaded again. If you select MO then import will be retried
with current media.

4. Wait a while for the queue to comlete.

Software | Version | Download status | WSUS status | WSUS Deployment Groups

Adobe AIR EM x86 2800127 Completed Import queued 1st level testing, Adobe Reader
Adobe Flash Player Active EM x86 2800137 Completed Import emar 1st level testing, Adobe Reader
Adnhe Reader N FN «BR 1R 023 ANV Comnleted Imniart &mor 1st level testinn Adnhe Reader

5. The import should be now successful.

Software Wersion Download status | WSS status WS5US Deploymert Groups

Adobe AIR EM xB6 2800127 Complete Import successful st level testing, Adobe Reader
Adobe Flash Player ActiveX EM =86 28.00137 Completed Import emar 1st level testing, Adobe Reader

If any these steps won't solve the problem. Please contact us.
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CSM for SCCM - Deployment processes

Last Modified on 16/10/2017 2:24 pm EEST

Deployment process overview

Deployment processes can be defined in SCCM integration tab. The deployment process
navigation is in a tree form and default settings are always in the top.

Created deployment processes will appear in the tree view accordingly.

Centero Software Manager

Centero Software Manager

Software SCCM Integration |Settir1gs| Email Templates | Scheduled Tasks

(] Mew deployment process ¢ Delete | General settings  Default software settings | Default deployment settings |
= - General settings
- Adobe software 55025 | Fesystem root folder for packages [\CM20125F1\F3
i Software with slow update process
‘... Browsers SCCM root folder for packages ISuﬂware Manager
\ Send logs to Centero True
A deployment — Email natification {all deployments as table)

CCEsS
Template name I
Mail address I

— Application catalog
Arnlicatinn Deschntinn in annlication catalnn [PLIRIISHERT K S

Creating a new deployment process (example)

1. Click on New deployment process and name it.

Give a name to the new deployment process.

I‘u"LC fast ring (example)

Ok | Cancel |

2. Select the software you want on this process.



Software selection | Software settings I Deployment settings
Check / uncheck al |

[] Adobe Shockwave Player EN x86 ;I
[ Centero Carillon EM x86

[] Centera Cleanup Tool EN x86

[] Centero Inspector EN x86

[] Dominik: Reichl KeePass Password Safe EN x86

[] Google Chrome EN x86

[] Microsaft Silveright (exe) EMN x64

[] Mozilla Firefox EN x86

[] Mozilla Firefox ESE EM x86

[ Motepad++ Team MNotepad++ EM x86

[] Notepad++ Team Notepad++ EM x54

[[] Skype Skype ENx86 |

VideoLAN VLC Media player EN x86

3. Define the expected configuration. If you defined these settings in the default deployment
process they will be the same. The most of the time these settings are valid as they are.

Software selection  Software settings I Deployment settings I

—(General settings

Mail address

Filesystem root folder for packages I\\CMZG'IESP'I‘\FS\I::sm

SCCM root folder for packages IScﬂware Manager

Send logs to Centero ITn_le j
r— Email notification (all deployments as table)

Template name I j

— Application catalog
Application Description in application catalog

Application Mame in application catalog

Application help documentation in application catalog

I[F‘UBLISHEH] [MAME] [VERSION] [LANGUAGE] [ARCHITECTURE] (INSTALLERTYP

[[PUBLISHER] [NAME] [VERSION] [LANGUAGE] [ARCHITECTURE]

— Advanced settings
Distributionpoint group
Application categary
Slow networke mode
Fast networs mode
Persistent content in client cache
Allow clients to share content on same subnet
Allow clients to use fallback source location for content
Superseeding
Superseed version exclude

Add operating system requirements

Clean previous versions

{DP group =]
! =
| Download =l
| RunLocal =l
[False =l
[Te =]
[Te =]
[ Al previous versions a
|

| Defaut =l
| Remove deployments, supersedences and retire when Iatest required =l

4. Define advanced deployment settings as you see fit. In this scenario we have used a rather
quick deployment pace. All the three deployment steps are followed through in 5 work days.



Software selection | Software settings  Deployment settings

—Collections

) MNew X Delete | o Moveup < Move down

Simuiated publish time: [13.09.2017 10:24 =],

Production

Collection Awailable (simulated) Required (simulated)
1st level testing ma 185 16:00 ma 185 16:00
2nd level testing ke 20.5. 16:00 ke 20.5. 16:00

— Deployment settings

Collection name | Production =lfal
Collection type [ Device |
Deploy purpose | Required =l
User notification | Display all |
Comment |

— Scheduiing

Make deploymert availsble (' Immediately © after [0 = wokingdayson [fiday =] a [anytime =] |

And force installation @ Immediately ¢ after [ =] woddngdayson | = oa | =

— Email netifications

Template name

Email address

I Email Template - Al deployments table

Ideplo}merfts@cerﬁem.ﬁ

Apphy | Cloze

96



CSM for SCCM - Starting the 3rd party
software updating

Last Modified on 16/10/2017 2:23 pm EEST

When CSM is downloaded , installed , configured properly and necessary depyloment processes
are created you can turn on the SCCM integration.

]
Centero Software Manager C
]
"Software  SCCM Integration | Settings | Emil Templates | Schedued Tasks |
] New deployment process 3 Delete | General settings | Default software s.ettingsl Default deployment settings
- — Service status
‘.. Adobe software SCCMintegration ' Enabled " Disabled
Software with slow update process Iy
.. Browsers [~ Logging =
i WLC fast ring (example) Debug logging " Enabled ' Disabled
— SCCM information
Reload SCCM information Reload |
— Service user
Service user centerock \administrator M
— Server
Servemame: * Local " Remote: I

Now when the integration is enabled the statuses of the 3rd party software will change. There are
2 new statuses in the view.

¢ Import queued means that the newest software version is being imported to SCCM. This
usually takes a few minutes per software.

¢ Import sucessful means that the software is now succesfully imported to SCCM.

— Awvailable softwars
o Refresh § Start download | Retry X Delets J Stop deployments | Username: Icsm@cerrtero.ﬁ Password: [esssssssssssss © Login Ok
Software | Version | Dowrload sttus | SCCMstgtus | SCCM Deployment Process
Adobe AIR EN x86 2600127 Completed Import successful — Adobe software
Adobe Flash Player Active EN x86 2600151 Completed Import queued Adobe software
Adobe Reader DC EN x86 15.023.20070 Completed Import queued Adobe software
Adobe Reader X EN x86 11018 Completed
Adobe Shockwave Player EMx86 12257159 Completed Import queued Adobe software
Centero Carillon EN x86 2.1.5009.46 Completed
Centero Cleanup Tool EN x86 1.00 Completed
Centero Inspector EN x86 1.0.5002 Completed
Dominik Reichl KeePass Password Safe EN x86 24 Completed
Google Chrome EN =86 55.0.3071.86 Completed
Microsoft Silvedight (exe) EN x64 5.1.50901.0 Completed
Mozilla Firefox EN %86 55.03 Completed
Mozilla Firefox ESR EM x86 4590 Completed
Motepad++ Team Motepad++ EM x86 732 Completed
Motepad++ Team Motepad++ EN x54 733 Completed
Skype Skype EN x86 731104 Completed
VideaLAN WLC Media player EN x86 226 Completed Import queued VLC fast ring {sxample)
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CSM for SCCM - Importing problems

Last Modified on 16/10/2017 2:21 pm EEST

Sometimes importing 3rd party software to SCCM might result as an error. CSM notifies clearly if there's
something wrong with imports.

[~ Available software
i Refresh £ Start download ‘ Retry X Delete _]Stnp deployments ‘ Username: : tero fi Pa: rd: : © Login Ok
Software | Version | Download status | SCCM status | SCCM Deployment Process
Skype Skype ENx86 731104 Completed
Notepad++ Team Notepad++ ENx64 733 Completed
Notepad++ Team Notepad++ ENx86 732 Completed
Google Chrome EN %86 59.0.3071.86 Completed
Mozila Firefox EN 86 5503 Completed
Microsoft Silveright {exe) EN x64 5.1.50501.0 Completed
Mozila Firefox ESR EN %86 4590 Completed
Adobe Flash Player ActiveX EN %86 26.0.0.151 Completed Import successful  Adobe software
Adobe AIR ENx8& 26.0.0.127 Completed Import successful  Adobe software
Dominik Reichl KeePass Password Safe EN x86 234 Completed
VideoLAN VLC Media player EN x86 226 Completed Import emror VLC fast ring {example)
Centero Carllon ENx86 2.15011.46 Completed
Adobe Reader DC EN x86 15.023.20070 Completed Import successful  Adobe software
Adobe Shockwave Player ENx86 122.9.159 Completed Import successful  Adobe software
Adobe Reader X ENx86 11018 Completed
Centero Inspector EM x86 1.0.5002 Completed
Centero Cleanup Tool EN x86 100 Completed

Clicking on Import error will open log files on specific software and its import. This log file will help on
troubleshooting the problem.

09/18/2017 10:09:31 ERROR. VideoLAN VLC Media player 2.2.6 EN x86 Msi import failed to general exception: A parameter ¢
found that matches parameter name 'AvailableTime'.

09/18/2017 10:09:31 Starting rollback actions for application VideoLAN VLC Media player 2.2.6 EN x86 Msi

09/18/2017 10:09:37 Import failed and template file is more than 30 minutes old. Template 'C:\ProgramData\Centero\Softw:
Manager\SCCM\Queue\SCCM Import - VideoLAN VLC Media player 2.2.6 EN x86 Msi.xml' moved to error directory
'C:\ProgramData\Centero\Software Manager\SCCM\Error".

09/18/2017 10:14:03 Import failed but template file is not more than 30 minutes old. Leave it to queue for retry.

09/18/2017 10:19:02 Import failed but template file is not more than 30 minutes old. Leave it to queue for retry.
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CSM for Servers - Managing settings

Last Modified on 16/10/2017 2:02 pm EEST

1. When CSM for Servers is properly installed the settings can be opened by clicking on system
tray.

C5M Cloud 5Settings

13.05
16.10.2017

2 T g FN

2. These are the default group settings which client retrieves. The settings can be defined as you
like for individual servers.

|Ipdate schedule and settings

Windows Update Settings CSM Settings ‘ Update Schedule ]
Computer update group on C5M Cloud

Computer group: ﬂ

Production

The following settings can be modified per server.

e Windows update client mode:
o 2 = Notify before download
o 3 = Automatically download and nofity of installation
o 4 = Automatically download and schedule installation. (Only valid if values exist for
SechedulelnstallDay and SchedulelnstallTime.)
o 5= Automatic Updates is required and users can configure it.

¢ No auto reboot with logged on users:
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o 0 = Automatic updates notifies the user that the computer will restart in 15 minutes.

o 1 =Logged-on user can decide whether to restart the client computer or not.
Elevate non admins

o 0 =0nly members of the administrators security group can approve or disapprove

updates.

o 1 = All the members of the users security group can approve or disapprive updates.
Auto install minor updates

o 0 = Treat minor updates like any other updates.

o 1 = Silently install minor updates.
Disable windows update access

o 0 =Enable access to Windows Update.

o 1 =Disable access to Windows Update.
Reboot relaunch timeout

o Range between 1 - 1400 minutes. Time between prompts for a scheduled restart.
Detection frequency

o Range between 1 - 22 hours. Time between update detection cycles.
Reboot warning timeout

o Range between 1 - 30 minutes. Length in minutes of restart warning countdown after

updates have been installed that have a deadline or scheduled updates.
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C5M Cloud Settings H
I~ Product activation
Hestname:  WIN-VHBAJGKRVI0  Registeredto: Centero Oy — @ softwaAre
Froduct key: el i s sl Sl S8 Sl (OK) = [MANAQEN
I~ Update schedule and settings
Windows Update Settings | CSM Settings | Update Schedule |
—windows update settings
\Windows update server ||'rrt|:|s:f,-’wsus.csm.fi
Windows update status server II‘rl'tps:,-",-’wsus.csm.fi
Accept trusted publisher certs |-| =
\windows update client mode [3 =
No auto reboot with logged on users |-| ﬁ
Elevate non admins |-| =
Auto install minor updates Iu =
Disable windows update access Iﬂ ﬁ
Reboot relaunch timeout I.E.D =
Detection frequency Ig =
Reboot warning timeout |3u =
Apply Close

3. Updates can be scheduled by using server groups or individually modifying per server.
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5M Cloud Settings H
I-Product activation

Hostname: WIN-VHEAJEKRVIO Registered to:  Centero Oy @ softwaAre
Product key: sommemiiin. e I = (0K) mANAQEr
I~ Update schedule and settings
Windows Update Settings | CSM Settings  Update Schedule
— Information about installation start schedule Mext installation start imes ——————
Updates will be downloaded all the time by the windows update service but it will 181002017 0.00.00
nat install them. You can select months, monthdays, weekdays and hours when 181002017 1.00.00
update installation is alowed to start.  will be executed once per ane hour time 181002017 2.00.00
slot. 23102017 0.00.00
23102017 1.00.00
Create schedule fitters and check "Mext installation start times” view. 23.10.2017 2.00.00
25102017 0.00.00
25102017 1.00.00
25102017 2.00.00
30102017 0.00.00
—Months

Jan Feb Mar Apr May Jun Jul Aug S=p Dt Mow Dec

FN CSeet Wi W2 F3a Fe Fs M W7 Fa Fs FWioF 11 ¥ 12

—Monthdays
& Ml Select

—weekdays
Man Tus Wed Thu Fri Sat Sun

Al % Select F1 @2 W3 T 4567

—Hours
C M ®Seect o W1 W2 T 3040506708910 1
FrerBrarCrsCsCvrCBgresCaoCarC 2023

Apply | Close
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Could not read SCCM collections from SCCM
Information.xml

Last Modified on 01/03/2018 10:40 am EET

Error message:

Could not read SCCM collections from C:\ProgramData\Centero\Software Manager\SCCM\SCCM
Information.xml!

‘W% Could not read SCCM collections from
@ C:'\ProgramData\Centero'Software Manager\ SCCMASCOM
Information.xml! Retry?

Solution:

1. Delete the following file:
C:\ProgramData\Centero\Agent\Modules\4.6\CMM\ThreshDir\schedule.CollectSCCMInformation.xml
2. Wait one minute so SCCM Information.xml will be re-created.

3. Start CSM for SCCM.
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CSM for SCCM cannot import a 3rd party
software

Last Modified on 01/03/2018 4:17 pm EET

Issue:
There are problems when trying to import a 3rd party software.
Possible solutions:

1. Check out the following log C:\ProgramData\Centero\Software Manager\Logs\SCCM-
Management.log. There might be a error with following text "There was no matching filter and/or
some default settings are missing".

e Check the there is a deployment process selected for the software.

e Make sure that there is a distribution group selected.
2. Check out the following log C:\ProgramData\Centero\Software Manager\Logs\SCCM-
Management.log. There might be a error with following text "Cannot find drive. A drive with the

name 'xx' does not exist".

e Make sure that the account used for CSM for SCCM have the proper Powershell privileges .
e This might happen sometimes when SCCM has been updated.
3. Check out the following log C:\ProgramData\Centero\Software Manager\Logs\SCCM-
Management.log. There might be a error with following text "Filter on settings group 'software X

matches also with application . Multiple filters are not supported so you have to fix that manually".

e Make sure that a 3rd party software isn't included in multiple deployment processes.
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CSM won't send billing information

Last Modified on 01/03/2018 2:52 pm EET

Issue:
CSM installation isn't sending logs or billing information to Centero.
Possible solutions:

1. There is an account running Centero Agent service. If the account doesn't have write
permission to the following registry keys and sub-keys.

HKEY_LOCAL_MACHINE\Software\Centero
Open registry editor and add sufficient permissions to the keys and folders.

2. If the same account doesn't have write permission to folder C:\ProgramData\Centero and to its
subfolders. Add the account to local administrators or add sufficient permissions to the Centero
folder and its subfolders.

3. The Centero Agent service might be stopped for some reason. This might have happened even
thought the service is set to be started automatically. We recommend to set the service to have
start type set to Automatic (delayed). We've noticed that especially on some slower machines
delayed service start will function in a more reliable way.

4. CSM might not be sending logs at all. You can find out this by looking to

folder C:\ProgramData\Centero\Agent\XmI\SendQueue and if there are logs named CMM-
CSM*.cz. Centero Software Manager must have a valid network connection to
http://gateway.centero.fi/AgentGateway.asmx.

e Gateway address might be missing or send interval time might be badly configured.
Gateway address must be set to http://gateway.centero.fi/AgentGateway.asmx. It can be
managed by modifying key Gateway Address in HKEY_LOCAL_MACHINE\Software\Centero.

e Also check that Send interval key is not set to 0. It has to be 1 or more.

Change key debug to 1 and clear key Last send time empty in
HKEY_LOCAL_MACHINE\Software\Centero. Within a minute agent will try to send logs again and
key Last send time should have a timestamp now. Find out from
C:\ProgramData\Centero\Agent\Logs\Centero Agent Debug.log if logs were sent or if there are
any errors.
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5. CSM might not be sending error logs. You can find out this by looking to
folder C:\ProgramData\Centero\Agent\Xml\ErrorQueue and if there are logs named CMM-
CSM*.cz. Try moving these logs files to C:\ProgramData\Centero\Agent\XmI\SendQueue and

repeat the steps of 4. paragraph.
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CSM for SCCM - How to upgrade CSM

Last Modified on 13/10/2017 2:33 pm EEST

Centero announces all the version updates of CSM. Updating is a semi-automatic task but it
requires a few actions on server.

1. Launch Centero Software Manager.

o4 Windows PowerShell ISE
J Motepad b
I'I. " Windows PowerShell (x86) 3 Administrator
x:a e . Documents
= nternet Explorer
N
Computer
i Command Prompt
Metwork
=
= DNS5
Control Panel

=~ Active Directory Users and
“  Computers

Devices and Printers

Centero Software Manager ‘h
Administrative Tools k

Cl o

n

. ,=_F,J'_, Help and Support

g }-:—‘b SOL Server Management Studio =T

» All Programs
I |search programs and files Eﬂl Log off |

2. You will be prompted to update CSM. Select Yes.

Centero Software Manager Upda x|

':9:' Mew version 1.0.5072 is available. Update now?
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3. Command prompt will let you know when the upgrade is done.

Administrator: Windows PowerShell

13.18.208017 14:27:24.088 Administrative user rights detected.
13.18.208017 14:22:24.88 Checking older versions..

13.168.2017 14:-22:24.28 Installing Centero Agent..
13.19.208017 14:279:24.93 Centero Agent installion done €8>,
13.168.2017 14:272:24.93 Installing Centero Software Manager..

13.19.208017 14:29:36.84 Software Manager installation done <B). Stari

Software Manager" from start menu.
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CSM for WSUS - How to upgrade CSM

Last Modified on 16/10/2017 3:09 pm EEST

Centero announces all the version updates of CSM. Updating is a semi-automatic task but it
requires a few actions on server.

1. Launch Centero Software Manager.

o4 Windows PowerShell ISE
J Motepad b
I'I. " Windows PowerShell (x86) 3 Administrator
x:a e . Documents
= nternet Explorer
N
Computer
i Command Prompt
Metwork
=
= DNS5
Control Panel

=~ Active Directory Users and
“  Computers

Devices and Printers

Centero Software Manager ‘h
Administrative Tools k

Cl o

n

. ,=_F,J'_, Help and Support

g }-:—‘b SOL Server Management Studio =T

» All Programs
I |search programs and files Eﬂl Log off |

2. You will be prompted to update CSM. Select Yes.

Centero Software Manager Upda x|

':9:' Mew version 1.0.5072 is available. Update now?
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3. Command prompt will let you know when the upgrade is done.

Administrator: Windows PowerShell

13.18.208017 14:27:24.088 Administrative user rights detected.
13.18.208017 14:22:24.88 Checking older versions..

13.168.2017 14:-22:24.28 Installing Centero Agent..
13.19.208017 14:279:24.93 Centero Agent installion done €8>,
13.168.2017 14:272:24.93 Installing Centero Software Manager..

13.19.208017 14:29:36.84 Software Manager installation done <B). Stari

Software Manager" from start menu.
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Migrating CSM for WSUS to a new server

Last Modified on 14/03/2018 10:15 am EET

Existing server

1. Disable the service in WSUS integration in Service status section.

— Service status
ST " Enabled (+ Disabled

2. We recommend to use the existing self signed certificate. It is already shared to managed
workstations in most of the cases. Export the certificate. This can be done in WSUS integration
tab in Server certificate section. Choose export and save the certficate for the new server.

Server cerfficate
Status  Valid, expires: 22.11.2020 15:13:42
e

3. We recommend also export the existing CSM for WSUS settings. These settings are located in
C:\ProgramData\Centero\WSUS.xml. Copy the XML-file for the new server.

New server

Before migration of CSM for WSUS, make sure that WSUS component is completely migrated to
the new server. Also check that all the requirements are met.

1. Download and install CSM for WSUS .

2. Open CSM for WSUS and go through the initial wizard. Choose No at the last step when CSM
for WSUS is about to start the deployments.

3. CSM for WSUS ui opens up for the first. Close the software.
4. Copy the WSUS.xml from the old installation to the new installation to the similar location.
5. Launch CSM for WSUS from the start menu and check if all the configuration are valid.

6. If configuration is all in order - then enable CSM for WSUS in WSUS integration in Service status
section.
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1.0.5072

Last Modified on 11/10/2017 1:54 pm EEST

Fixed bugs

e No bugs fixed in this release

New features

¢ New dependency mode setting (chain / main package)

Other improvements

e No new improvements in this release
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1.0.5071

Last Modified on 19/06/2017 10:50 am EEST

Fixed bugs

e New deployment process button problem

e SCCM import problem when available deployment with no deadline and cleanup in use

New features

¢ No new features added

Other improvements

e No other improvements
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1.0.5070

Last Modified on 19/06/2017 10:50 am EEST

Fixed bugs

e Category and distribution point group combobox problems

New features

e No new features added

Other improvements

e No other improvements
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1.0.5069

Last Modified on 19/06/2017 10:51 am EEST

Fixed bugs

e No bugs fixed

New features

e Cleanup for SCCM application previous versions (deployments and supersedence clean +

retire)
Remote installation with SCCM Console only

New scheduled task system.

Other improvements

Less revisions on SCCM application insert

SCCM WMI query performance improvements

SCCM supersedence and deployment cleanup will increase client performance

SCCM ID based collection, distribution point group and category on settings (rename
possible)

SCCM new "All active previous versions" superseed type. Good option with cleanup.

SCCM deployment email send is now on deployment time (before it was application insert
time)

Log for CSM actions in SCCM integration

SCCM icon insert problem is now error (will fail application insert)

116



1.0.5068

Last Modified on 11/10/2017 1:20 pm EEST

Fixed bugs

e No bugs fixed in this release

New features

¢ Scheduled email sending for deployments (emails are sent when deployment step becomes

available)
e Removing old deployments

e Scheduled tasks view in CSM application

Other improvements

e No new improvements in this release
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1.0.5067

Last Modified on 08/03/2017 1:23 pm EET

Fixed bugs

e Save button problems on email templates
e Tag insert problems on email templates
e Character encoding problems with email templates

¢ File select dialog not shown when importing existing signing certificate on WSUS

New features

¢ No new features added in this release

Other improvements

e SMTP authentication available

e Ability to send SMTP test email

e Start wizard texts and structure

e Hide user notifications option removed from SCCM deployments when deployment type is

available (this is not supported in SCCM)
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1.0.5066

Last Modified on 08/03/2017 1:17 pm EET

Fixed bugs

e Reloading SCCM configuration multiple times in a short time window caused software to
crash.

e While updating the software to a newer version the integration type was recognised
incorrectly.

e Deleting an active WSUS group caused a great deal of logging to be sent without a reason.

New features

* No new features added in this release

Other improvements

e Configuration wizard after installation phase have been made mandatory. If the wizard is
cancelled, it will be shown again next time the software is launched.

e Software tab now automatically refreshes the states of the managed software.
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1.0.5065

Last Modified on 08/03/2017 1:16 pm EET

Fixed bugs

e SCCM configuration refresh clears some settings

e SCCM deployment settings for UTC / Client local time handling

New features

¢ No new features added in this release

Other improvements

e SCCM configuration refresh performance

e CSM integration type specified in start wizard / configuration file instead of autodedect
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1.0.5064

Last Modified on 08/03/2017 1:16 pm EET

Fixed bugs

e Deadline can be specified for SCCM available deployment when using user collection as
target (deadline affects only if users have already installed any superseded versions)

e WSUS tab does not ask to save changes if no changes are done to WSUS settings

e WSUS tab is not show on SCCM integrations even if WSUS is installed to server where CSM

is installed

New features

e Self updata for CSM application added
e WSUS software approvement changes applied immediatelly to WSUS (to current version not

just to future versions)

Other improvements

e Only unique members of collections used in SCCM collections are returned

CSM installation package configuration file handling

Log level display names for WSUS in CSM application changed

Start wizard texts

Start wizard SMTP settings are now disabled by default
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Oracle Java Runtime Environment
8.0.1610.12 and C:\sun folder

Last Modified on 14/02/2018 2:38 pm EET

We have found a bug n Oracle Java Runtime Environment Installer in a version 8.0.1610.12. When
a package is installed using the SYSTEM account, (CSM uses SYSTEM account for installation.)
Installer creates a folder C:\sun. We have tested that this folder is not needed. You can either
delete folder or leave it there.

What will CSM support team do?

¢ |n the next Java release this bug will be reviewed. If problem still exists, it will be fixed in

package.

What can you do before next release?

e There isn't any technical or security reason, why removing of the folder c:\sun would be
mandatory, so we recommend you do to nothing.

e The folder also can be removed if you like so.
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Support

Last Modified on 23/08/2018 12:58 pm EEST

All Centero Software Manager customers are entitled to unrestricted support for Centero Software
Manager application. Email is used as support channel.

If you don't find solution for your problem from this knowledge base, don't hesitate to email our
support at support(at)software-manager.com.
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